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[bookmark: _Toc232247556]Executive Summary
This report documents the implementation of a server virtualization infrastructure using Proxmox Virtual Environment (VE) 9.1.1 on two physical HP ProLiant servers (HP01 and HP03), alongside VMware ESXi/vSphere on two additional HP ProLiant servers (HP02 and HP04). The project covers the full lifecycle of virtualization management: from hypervisor deployment and virtual machine provisioning to advanced operations including live migration, remote storage integration, user management, and system maintenance.
All sixteen required features were successfully implemented on both Proxmox nodes, which were subsequently clustered for centralized management. The CLOIF2 NAS (OpenMediaVault) was integrated via NFS and SMB protocols to provide shared storage for VM disks, backups, and ISO images.
This documentation serves as both a technical reference and a comparative analysis between Proxmox VE and VMware ESXi/vSphere, based on hands-on experience with both platforms during this project.
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[bookmark: _Toc232247557]1. Introduction
[bookmark: _Toc232247558]1.1 Project Context
Server virtualization has been a cornerstone of enterprise IT infrastructure for over two decades. By abstracting physical hardware resources and presenting them as virtualized compute, storage, and network resources, organizations can achieve significant improvements in resource utilization, operational flexibility, and cost efficiency. Where once each service required dedicated physical hardware, modern virtualization platforms enable administrators to consolidate dozens of workloads onto a single physical server.
This project, conducted as part of the VIRCL (Virtualization, Cloud, and Infrastructure) module at Lycée Guillaume Kroll, provides hands-on experience with two leading Type-1 hypervisors: Proxmox Virtual Environment (VE) and VMware ESXi/vSphere. Working in a team of two, each member specialized in one platform while maintaining awareness of the other for comparative analysis.
[bookmark: _Toc232247559]1.2 Objectives
The primary objectives of this project were to deploy two instances of Proxmox VE on physical servers, create and configure virtual machines using both GUI and CLI methods, install Windows and Linux operating systems, modify VM configurations dynamically, clone and export VMs, implement backup strategies, utilize snapshots, create templates, integrate remote storage, perform live migrations, manage users and permissions, and maintain hypervisor security through patching.
[bookmark: _Toc232247560]1.3 Scope
	Component
	Details

	Hypervisor Platform
	Proxmox VE 9.1.1

	Physical Servers
	HP ProLiant DL360 Gen9 (HP01, HP03)

	Guest Operating Systems
	Ubuntu Server 24.04.3 LTS, Windows 11 Enterprise Evaluation (via Windows 10 ISO)

	Network
	10.0.10.0/16 (school infrastructure)

	Remote Storage
	OpenMediaVault (NAS) at 10.0.13.1

	Storage Protocols
	NFS, SMB/CIFS

	Specialization
	Virtual Machine Backup & Hypervisor Backup



[bookmark: _Toc232247561]1.4 Methodology
Each feature was implemented following a consistent methodology: research official documentation, plan the approach, implement with screenshot documentation, verify functionality, record observations, and compare with VMware implementation.
[bookmark: _Toc232247562]2. Infrastructure Overview
[bookmark: _Toc232247563]2.1 Physical Servers
	Server
	Role
	LAN1 IP
	iLO IP
	Hostname
	Status

	HP01
	Proxmox Node 1
	10.0.10.11
	192.168.0.1
	HP01.local
	Active, clustered

	HP03
	Proxmox Node 2
	10.0.10.31
	192.168.0.3
	HP03.local
	Active, clustered


[bookmark: _Toc232247564]2.2 NAS / Remote Storage
The CLOIF2 NAS provides centralized storage for the virtualization infrastructure. It runs OpenMediaVault 7 on Debian 13 Trixie with an Areca RAID5 storage pool. Two shares were created for Proxmox integration: an NFS share (proxmox-nfs) for VM disk images with rw,no_root_squash permissions, and an SMB share (proxmox-smb) for ISO images and backups.
[bookmark: _Toc232247565]2.3 Virtual Machines Inventory
	VM ID
	Name
	Node
	OS
	State

	100
	UbuntuServer-GUI
	HP01
	Ubuntu 24.04.3 Server
	Stopped (template)

	101
	WindowsClient-CLI
	HP01
	Windows 11 Enterprise Eval
	Running

	102
	UbuntuServer-Clone
	HP01
	Ubuntu 24.04.3 Server
	Stopped

	110
	UbuntuServer-cloneCLI
	HP01
	Ubuntu 24.04.3 Server
	Stopped

	150
	UbuntuServer-fromTemplate
	HP01
	Ubuntu 24.04.3 Server
	Created


[bookmark: _Toc232247566]3. Hypervisor Deployment
[bookmark: _Toc232247567]3.1 Objective
Install Proxmox VE 9.1.1 on two physical HP ProLiant servers using remote ISO mounting via iLO, configure network settings, and verify accessibility through the web interface.
[bookmark: _Toc232247568]3.2 Theoretical Background
Proxmox VE is a Type-1 (bare-metal) hypervisor built on Debian Linux, using KVM for full virtualization and LXC for containerization. Unlike hosted (Type-2) hypervisors that run on top of an existing operating system, Type-1 hypervisors run directly on the hardware, providing better performance and resource efficiency.
[bookmark: _Toc232247569]3.3 Proxmox Implementation
[bookmark: _Toc232247570]Step 1: Remote ISO Mounting via iLO
The Proxmox VE installation ISO was remotely mounted using the HP iLO 4 interface. Accessing the iLO web interface at 192.168.0.1 (HP01) and 192.168.0.3 (HP03), the ISO was attached through Virtual Media and the server was rebooted to boot from the virtual CD-ROM.
[image: ]
[bookmark: Figure1]Figure 1: Selecting the boot media in iLO Virtual Media
The HP iLO 4 interface is used to mount the Proxmox VE installation ISO as virtual media, enabling remote boot without physical media.
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[bookmark: Figure2]Figure 2: Proxmox boot menu
The Proxmox installer boot menu appears after the server boots from the mounted ISO, initiating the guided installation process.
[bookmark: _Toc232247571]Step 2: Installation Process
The Proxmox installer presented a guided setup: accepting the GNU AGPL v3 license, selecting the RAID array as the target drive, configuring the timezone to Europe/Luxembourg, setting the network parameters (IP 10.0.10.11/31, netmask 255.255.0.0, gateway 10.0.0.1, DNS 10.0.0.1), setting the hostname and root password, and confirming the installation summary.
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[bookmark: Figure3]Figure 3: Target drive selection
The installer presents the RAID array as the target drive for the Proxmox VE installation.
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[bookmark: Figure4]Figure 4: Network configuration
The network configuration screen sets the IP address, netmask, gateway, and DNS for the Proxmox node.
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[bookmark: Figure5]Figure 5: Root password configuration
The root password is set during installation to secure administrative access to the Proxmox node.
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[bookmark: Figure6]Figure 6: Installation summary
The final summary screen displays the configured settings before committing the installation.
[bookmark: _Toc232247572]Step 3: Post-Installation Verification
After reboot, both nodes were accessible via web UI at https://10.0.10.11:8006 and https://10.0.10.31:8006. SSH connectivity was confirmed and the Proxmox version was verified using the pveversion command.
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[bookmark: Figure7]Figure 7: Post-installation web interface
The Proxmox web interface is accessible immediately after installation, confirming successful deployment and node accessibility.
[bookmark: _Toc232247573]3.4 VMware Comparison
	Aspect
	Proxmox VE
	VMware ESXi

	Installation Media
	Free ISO download
	Requires VMware account and license

	Post-Install UI
	Built-in web UI (port 8006)
	DCUI + vCenter required for full management

	Initial Config
	Guided installer
	Minimal installer; network via DCUI

	Licensing
	No license required
	Requires vSphere license for most features


Key Difference: Proxmox provides a fully functional web interface immediately after installation, while VMware ESXi requires either the limited Host Client or a separate vCenter Server appliance for centralized management. This makes Proxmox more accessible for small deployments or learning environments.
[bookmark: _Toc232247574]4. Virtual Machine Creation via GUI
[bookmark: _Toc232247575]4.1 Objective
Create a virtual machine using the Proxmox web interface, configuring all hardware parameters through the graphical wizard.
[bookmark: _Toc232247576]4.2 Proxmox Implementation
[bookmark: _Toc232247577]Step 1: Upload ISO Images
Before creating VMs, operating system ISO images were uploaded to Proxmox local storage through Datacenter → HP01 → local → ISO Images → Upload. The Ubuntu Server and Windows 11 ISOs were transferred and verified.
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[bookmark: Figure8]Figure 8: ISO image upload to local storage
Operating system ISO images are uploaded to Proxmox local storage to prepare for virtual machine creation.
[bookmark: _Toc232247578]Step 2: Configure VM Parameters
The Create VM wizard was launched and configured across seven tabs. The General tab set the VM ID to 100 and name to UbuntuServer-GUI. The OS tab selected the Ubuntu Server ISO. The System tab used SeaBIOS with VirtIO SCSI controller. The Disks tab allocated 32 GiB on local-lvm in QCOW2 format with discard enabled for thin provisioning. The CPU tab assigned 2 cores with host type. The Memory tab set 4096 MiB with ballooning enabled. The Network tab configured a VirtIO NIC on vmbr0.
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[bookmark: Figure9]Figure 9: General settings
The General tab of the Create VM wizard assigns the VM ID and name to identify the new virtual machine.
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[bookmark: Figure10]Figure 10: OS selection
The OS tab selects the Ubuntu Server ISO image that will be used to install the guest operating system.
[image: ]
[bookmark: Figure11]Figure 11: Disk configuration
The Disks tab configures virtual storage parameters for the new VM, including size and format.
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[bookmark: Figure12]Figure 12: CPU configuration
The CPU tab specifies the processor allocation and core count for the virtual machine.
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[bookmark: Figure13]Figure 13: Memory configuration
The Memory tab sets the RAM allocation to ensure the VM has sufficient resources to run.
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[bookmark: Figure14]Figure 14: Network configuration
The Network tab configures the virtual network adapter and bridge connection for VM communication.
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[bookmark: Figure15]Figure 15: Confirmation and summary
The final wizard screen presents a configuration summary before the VM is created.
[bookmark: _Toc232247579]4.3 VMware Comparison
VMware's vSphere Client offers more granular control over virtual hardware versions and has a more extensive guest OS compatibility list. However, Proxmox's simpler wizard is faster for standard deployments and does not require a separate vCenter appliance.
[bookmark: _Toc232247580]5. Virtual Machine Creation via CLI
[bookmark: _Toc232247581]5.1 Objective
Create a virtual machine using command-line interface commands, demonstrating automation capabilities and understanding of the underlying QEMU/KVM parameters.
[bookmark: _Toc232247582]5.2 Proxmox Implementation
VM 101 (WindowsClient-CLI) was created via SSH using the qm create command with parameters for Windows 11 compatibility: UEFI firmware (OVMF), Q35 machine type, and virtual TPM 2.0. Note: The ISO file is named Windows10EnterpriseEvaluation.iso but installs Windows 11 Enterprise Evaluation.
qm create 101 --name WindowsClient-CLI --memory 4096 --cores 2 \   --net0 virtio,bridge=vmbr0 --scsihw virtio-scsi-pci \   --scsi0 local-lvm:32 \   --cdrom local:iso/Windows10EnterpriseEvaluation.iso \   --bios ovmf --machine q35 --tpmstate0 local-lvm:1,version=v2.0
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[bookmark: Figure16]Figure 16: SSH console to Proxmox node
An SSH session connects to the Proxmox node to execute command-line VM creation and management tasks.
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[bookmark: Figure17]Figure 17: VM creation via CLI command
The qm create command is executed in the terminal to provision a new VM entirely from the command line.
[bookmark: _Toc232247583]5.3 VMware Comparison
VMware's PowerCLI is significantly more powerful for large-scale automation, offering hundreds of cmdlets for vCenter management. Proxmox's qm tool is simpler but sufficient for single-node or small-cluster operations. Both support REST APIs for programmatic access.
[bookmark: _Toc232247584]6. Operating System Installation
[bookmark: _Toc232247585]6.1 Objective
Install Ubuntu Server 24.04.3 LTS and Windows 11 Enterprise Evaluation inside the created virtual machines, documenting the installation process and post-install configuration.
[bookmark: _Toc232247586]6.2 Ubuntu Server Installation (VM 100)
Ubuntu Server 24.04.3 LTS was successfully installed on VM 100. The system booted to the login prompt and shell access was confirmed via the Proxmox console.
[bookmark: Figure18]Figure 18: Ubuntu Server — login prompt after installation
Ubuntu Server successfully boots to the login prompt, confirming the guest OS installation completed correctly.
[bookmark: _Toc232247587]6.3 Windows 11 Installation (VM 101)
Windows 11 Enterprise Evaluation was successfully installed on VM 101. The VM booted to the desktop environment and network connectivity was confirmed.
[bookmark: Figure19]Figure 19: Windows 11 — desktop environment
The Windows 11 VM boots to the desktop, confirming successful installation and network connectivity.
[bookmark: _Toc232247588]6.4 VMware Comparison
VMware Tools provides deeper integration (drag-and-drop, shared folders, better graphics) compared to QEMU Guest Agent. However, Windows 11 runs successfully on both platforms when properly configured.
[bookmark: _Toc232247589]7. Virtual Machine Configuration Changes
[bookmark: _Toc232247590]7.1 Objective
Demonstrate the ability to dynamically modify virtual machine hardware configuration, including adding/removing CPU cores, RAM, disk space, and network interfaces.
[bookmark: _Toc232247591]7.2 Proxmox Implementation
VM 100 was reconfigured using both GUI and CLI methods. CPU cores were increased to 4, RAM to 8192 MiB, an additional 20 GB disk was added on SCSI1, and a second VirtIO NIC was added on vmbr1.
qm set 100 --cores 4 qm set 100 --memory 8192 qm set 100 --scsi1 local-lvm:20 qm set 100 --net1 virtio,bridge=vmbr1 qm disk resize 100 scsi0 +10G
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[bookmark: Figure20]Figure 20: VM hardware configuration tab
The Hardware tab displays the current virtual hardware configuration and allows online modifications.
[image: ]
[bookmark: Figure21]Figure 21: Adding a new disk
A new virtual disk is added to the VM to expand available storage capacity.
[bookmark: _Toc232247592]7.3 VMware Comparison
VMware vSphere offers more granular hot-add capabilities, particularly for network adapters and SCSI controllers. Proxmox supports hot-add for CPU and RAM but requires a restart for some hardware changes.
[bookmark: _Toc232247593]8. Clone a Virtual Machine
[bookmark: _Toc232247594]8.1 Objective
Create exact copies of existing virtual machines using Proxmox's clone functionality, demonstrating both full clones and linked clones.
[bookmark: _Toc232247595]8.2 Proxmox Implementation
Two clones were created from VM 100: VM 102 as a full clone (independent copy of all disks) and VM 110 as a linked clone (shares base disk with delta overlay).
qm clone 100 102 --name UbuntuServer-Clone --full qm clone 100 110 --name UbuntuServer-cloneCLI --linked
[image: ]
[bookmark: Figure22]Figure 22: Clone VM — source selection
The clone wizard is launched and the source VM is selected to create a duplicate or linked instance.
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[bookmark: Figure23]Figure 23: Clone VM — result in VM list
The cloned VM appears in the Proxmox VM list alongside the original, confirming successful duplication.
[bookmark: _Toc232247596]8.3 VMware Comparison
VMware vSphere offers Instant Clone technology (forking a running VM in memory), which is significantly faster than traditional cloning and ideal for VDI environments. Proxmox does not have an equivalent feature.
[bookmark: _Toc232247597]9. Export a Virtual Machine
[bookmark: _Toc232247598]9.1 Objective
Export a virtual machine from Proxmox to a portable format for migration or archival purposes.
[bookmark: _Toc232247599]9.2 Proxmox Implementation
Proxmox VE does not provide a built-in Export button in the GUI for VMs using LVM storage, because LVM disks are block devices rather than files. The solution was to use qemu-img convert to create a QCOW2 file from the raw LVM device.
qemu-img convert -f raw -O qcow2 \   /dev/pve/vm-100-disk-0 \   /var/lib/vz/images/vm-100-export.qcow2
Result: 4.88 GB QCOW2 file (virtual size: 40 GB, thin-provisioned).
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[bookmark: Figure24]Figure 24: Export VM — qemu-img convert command
The qemu-img convert command exports a VM disk to a portable format for external use or migration.
[bookmark: _Toc232247600]9.3 VMware Comparison
VMware provides a much more polished export experience through the vSphere Client, with built-in OVF/OVA generation. Proxmox requires command-line knowledge and manual format conversion, reflecting its open-source, DIY philosophy.
[bookmark: _Toc232247601]10. Virtual Machine Backup & Hypervisor Backup
[bookmark: _Toc232247602]10.1 Objective
Implement comprehensive backup strategies for both virtual machines and hypervisor configurations, including built-in tools, custom scripts, and scheduled jobs. This is the team's specialization topic and is therefore documented in greater depth.
[bookmark: _Toc232247603]10.2 Theoretical Background
Backup is the foundation of any robust virtualization strategy. In a virtualized environment, there are two distinct layers requiring protection: the VM backup layer (capturing the entire state of a VM) and the hypervisor backup layer (protecting the management configuration).
[bookmark: _Toc232247604]Backup Modes
	Mode
	Description
	Downtime
	Consistency

	Snapshot
	Uses QEMU live snapshot; VM stays running
	None
	Crash-consistent

	Suspend
	Suspends VM, backs up, resumes
	Seconds
	Better consistency

	Stop
	Shuts down VM, backs up, starts
	Minutes
	Full consistency


[bookmark: _Toc232247605]10.3 VM Backup — Method 1: Built-in GUI (vzdump)
The built-in backup feature was accessed through VM 100's Backup tab. A snapshot-mode backup with ZSTD compression was configured and executed, producing a 2.86 GB VMA archive.
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[bookmark: Figure25]Figure 25: VM Backup — Backup tab interface
The built-in backup interface configures a snapshot-mode backup with ZSTD compression to protect VM data.
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[bookmark: Figure26]Figure 26: VM Backup — Completed backup file (2.86 GB)
The completed backup file demonstrates the efficiency of ZSTD compression, producing a 2.86 GB archive.
[bookmark: _Toc232247606]10.4 VM Backup — Method 2: CLI (vzdump)
The vzdump command provides flexible backup options through the command line, supporting all three modes and various compression algorithms.
vzdump 100 --mode snapshot --compress zstd --storage local vzdump 100 --mode suspend --compress zstd vzdump 100 --mode stop --compress zstd vzdump 100 101 102 --mode snapshot
[bookmark: _Toc232247607]10.5 VM Backup — Method 3: Custom Backup Script
A custom Bash script was developed for automated, logged backups. The script accepts a VM ID as a parameter, performs a snapshot backup with ZSTD compression, and logs success or failure to a dedicated log file.
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[bookmark: Figure27]Figure 27: Custom backup script in nano editor
A custom Bash script is written in nano to automate snapshot backups with logging for operational reliability.
#!/bin/bash VMID=${1:-100} DATE=$(date +%Y-%m-%d-%H-%M-%S) BACKUP_DIR="/var/lib/vz/dump" LOG_FILE="/var/log/vm_backup.log" echo "Starting backup of VM $VMID at $DATE..." vzdump $VMID --mode snapshot --compress zstd --dumpdir $BACKUP_DIR if [ $? -eq 0 ]; then     echo "[$DATE] SUCCESS: VM $VMID backed up" >> $LOG_FILE else     echo "[$DATE] FAILED: VM $VMID backup error" >> $LOG_FILE fi
[bookmark: _Toc232247608]10.6 VM Backup — Method 4: Scheduled Jobs
Proxmox supports scheduled backup jobs through Datacenter → Backup → Add. A weekly schedule was configured for Saturday at 02:00, targeting all VMs with snapshot mode, ZSTD compression, and retention of the last 3 backups.
[bookmark: _Toc232247609]10.7 VM Restore
Restoration was tested using both GUI and CLI methods to verify backup integrity.
qmrestore /var/lib/vz/dump/vzdump-qemu-100-2026_06_08-20_04_16.vma.zst 200
[bookmark: _Toc232247610]10.8 Hypervisor Backup
Proxmox VE does not provide a built-in GUI button for hypervisor configuration backup. The /etc/pve/ directory is a special cluster filesystem (pmxcfs) that requires specific handling. A tar archive was created to capture all critical configuration files.
tar -czf /var/lib/vz/backup/hp01-config-$(date +%Y%m%d-%H%M).tar.gz \   /etc/pve /etc/network/interfaces /etc/hosts \   /etc/hostname /etc/resolv.conf
[image: ]
[bookmark: Figure28]Figure 28: Hypervisor backup — tar command and archive verification
The tar command archives critical hypervisor configuration files to enable rapid disaster recovery.
Result: hp01-config-20260608-2221.tar.gz (15 KB) containing cluster configuration, network settings, host identity, and DNS resolution files.
[bookmark: _Toc232247611]10.9 VMware Comparison
	Aspect
	Proxmox
	VMware

	VM Backup Tool
	vzdump (built-in)
	vSphere Data Protection (discontinued) or 3rd party

	Backup GUI
	Built-in backup tab
	Requires vCenter or 3rd party (Veeam)

	Backup Format
	VMA (Proxmox native)
	VMDK + VMX

	Scheduling
	Built-in scheduler
	vCenter backup scheduler or 3rd party

	Hypervisor Backup
	Manual tar of /etc/pve/
	vCenter Configuration Backup

	Enterprise Backup
	Proxmox Backup Server (free)
	Veeam, Rubrik, Cohesity (paid)

	Incremental Backup
	Yes (with PBS)
	Yes (with CBT + VADP)


[bookmark: _Toc232247612]10.10 Do's and Don'ts of Virtualization Backup
[bookmark: _Toc232247613]Do's
• Use snapshot mode for production VMs to minimize downtime
• Store backups on separate storage (NAS or off-site), not local disks
• Test restores regularly — a backup you cannot restore is useless
• Compress backups using ZSTD for excellent compression ratios
• Schedule automated backups — human memory is unreliable
• Backup hypervisor config after network, storage, or user changes
• Use retention policies to prevent storage bloat
[bookmark: _Toc232247614]Don'ts
• Rely solely on snapshots as backups — snapshots depend on the base disk
• Backup to the same storage as VMs — if storage fails, you lose both
• Ignore backup verification — corrupted backups are discovered during restore
• Forget to backup hypervisor config — rebuilding cluster settings manually is painful
• Use stop mode for critical production — use snapshot or suspend instead
• Keep unlimited backups — define retention (daily 7, weekly 4, monthly 12)
[bookmark: _Toc232247615]11. Snapshots
[bookmark: _Toc232247616]11.1 Objective
Create, manage, and rollback virtual machine snapshots to enable point-in-time recovery and safe testing environments.
[bookmark: _Toc232247617]11.2 Proxmox Implementation
A snapshot named clean-install was created on VM 101 through the Snapshots tab. The snapshot captures the disk state at a specific moment, creating a read-only base disk and a new delta disk for subsequent changes.
qm snapshot 101 clean-install --description "Before software installation" qm listsnapshot 101 qm rollback 101 clean-install qm delsnapshot 101 clean-install
[image: ]
[bookmark: Figure29]Figure 29: Snapshot creation dialog
The snapshot creation dialog captures the current VM disk state for quick rollback if needed.
[image: ]
[bookmark: Figure30]Figure 30: Snapshot list and management
The snapshot management interface displays existing snapshots and provides controls for rollback or deletion.
[bookmark: _Toc232247618]11.3 VMware Comparison
VMware's Snapshot Manager provides a superior visual interface for managing complex snapshot trees, including branching and consolidation. Proxmox uses a simpler linear model. VMware also offers quiesced snapshots through VSS on Windows guests.
[bookmark: _Toc232247619]12. Virtual Machine Templates
[bookmark: _Toc232247620]12.1 Objective
Convert a configured virtual machine into a template for rapid, standardized deployment of new VMs.
[bookmark: _Toc232247621]12.2 Proxmox Implementation
VM 100 was converted to a template after removing all snapshots (Proxmox forbids template conversion with snapshots). VM 150 was then deployed from this template using the clone function.
qm delsnapshot 100 test qm template 100 qm clone 100 150 --name UbuntuServer-fromTemplate --full
[image: ]
[bookmark: Figure31]Figure 31: Template conversion
A VM is converted to a template to create a standardized, reusable deployment image.
[image: ]
[bookmark: Figure32]Figure 32: Template icon and deployment
The converted template displays a distinct icon in the VM list, ready for rapid cloning and deployment.
[bookmark: _Toc232247622]12.3 VMware Comparison
VMware's Content Library and Guest Customization Specifications provide enterprise-grade template management. When deploying from a template, vSphere can automatically customize the guest OS. Proxmox requires manual post-deployment customization or external tools like cloud-init.
[bookmark: _Toc232247623]13. Remote Storage Integration
[bookmark: _Toc232247624]13.1 Objective
Connect Proxmox to the CLOIF2 NAS using NFS and SMB/CIFS protocols for shared VM storage, backups, and ISO images.
[bookmark: _Toc232247625]13.2 NAS Configuration (OpenMediaVault)
Two shares were created in OpenMediaVault: proxmox-nfs (NFS v4, rw,no_root_squash for 10.0.10.0/16) for VM disk images, and proxmox-smb (SMB/CIFS, anonymous access) for ISOs and backups.
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[bookmark: Figure33]Figure 33: NAS share creation in OpenMediaVault
NAS shares are configured in OpenMediaVault to provide centralized storage for ISOs, backups, and disk images.
[bookmark: _Toc232247626]13.3 Proxmox Implementation
Both NFS (nas-nfs) and SMB (proxmox-smb) storage were added to both HP01 and HP03 through Datacenter → Storage → Add. The NFS share was enabled for disk images, container templates, ISO images, backups, and snippets. The SMB share was enabled for ISO images, backups, and snippets.
[image: ]
[bookmark: Figure34]Figure 34: Proxmox NFS storage add dialog
The Add Storage dialog integrates the NFS share into Proxmox for shared access across the cluster.
[image: ]
[bookmark: Figure35]Figure 35: NFS storage configuration
The NFS storage configuration specifies the server address, export path, and supported content types.
[image: ]
[bookmark: Figure36]Figure 36: SMB storage add dialog
The SMB/CIFS storage dialog adds the NAS share to Proxmox for ISO and backup repository access.
[image: ]
[bookmark: Figure37]Figure 37: Storage list showing both NFS and SMB
The Proxmox storage list confirms both NFS and SMB shares are mounted and available for use.
[bookmark: _Toc232247627]13.4 VMware Comparison
Proxmox supports a wider variety of storage types natively, including ZFS and Ceph. VMware focuses on VMFS (its proprietary filesystem) and vSAN for enterprise deployments. Both handle NFS well for shared storage.
[bookmark: _Toc232247628]14. Live Migration — Storage to Storage
[bookmark: _Toc232247629]14.1 Objective
Move a virtual machine's disk from local storage to remote NAS storage while the VM is both running and stopped, demonstrating storage live migration.
[bookmark: _Toc232247630]14.2 Proxmox Implementation
VM 110's disk was moved from local-lvm to nas-nfs using the Hardware → Hard Disk → Move Disk function. This was tested in both running and stopped states.
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[bookmark: Figure38]Figure 38: Storage migration — running VM
A running VM's virtual disk is migrated from local storage to the NAS without service interruption.
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[bookmark: Figure39]Figure 39: Storage migration — stopped VM
A stopped VM's disk is moved to shared storage, demonstrating offline storage migration capabilities.
[image: ]
[bookmark: Figure40]Figure 40: Storage migration — progress dialog
The progress dialog tracks the storage migration status, showing data transfer between storage backends.
[bookmark: _Toc232247631]14.3 VMware Comparison
VMware's Storage vMotion is a mature, highly optimized feature with deep integration into vCenter's resource management. Proxmox's Move Disk achieves the same functional result but with a simpler implementation. Both support live migration of running VMs between different storage types.
[bookmark: _Toc232247632]15. Live Migration — Hypervisor to Hypervisor
[bookmark: _Toc232247633]15.1 Objective
Migrate a virtual machine from one Proxmox node (HP01) to another (HP03) while the VM is both running and stopped, demonstrating hypervisor live migration.
[bookmark: _Toc232247634]15.2 Prerequisites: Cluster Configuration
Before migration, nodes must be in the same cluster. HP01 created the cluster and HP03 joined it.
pvecm create vircl-cluster pvecm add 10.0.10.11 pvecm status
[image: ]
[bookmark: Figure41]Figure 41: Cluster creation
The cluster creation command establishes a Proxmox cluster to enable centralized multi-node management.
[image: ]
[bookmark: Figure42]Figure 42: Cluster status verification
The cluster status output confirms both nodes are joined and communicating correctly.
[bookmark: _Toc232247635]15.3 Proxmox Implementation
VM 102 was migrated from HP01 to HP03 using the Migrate function. Both offline (stopped) and online (running) migrations were tested. An important finding: snapshots containing CD/DVD hardware configurations can block migration. The solution is to remove the snapshot or detach the CD/DVD device.
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[bookmark: Figure43]Figure 43: Hypervisor migration — select VM and click Migrate
The Migrate button is selected for VM 102 to initiate live migration from HP01 to HP03.
[image: ]
[bookmark: Figure44]Figure 44: Migration dialog — source and target nodes
The migration dialog displays the source and target nodes, allowing the administrator to confirm the move.
[image: ]
[bookmark: Figure45]Figure 45: Migration progress
The progress indicator tracks the live migration of the VM across the cluster nodes.
[image: ]
[bookmark: Figure46]Figure 46: VM successfully migrated to HP03
The VM now appears on HP03, confirming that the live migration completed without downtime.
[bookmark: _Toc232247636]15.4 VMware Comparison
VMware vMotion is the industry benchmark for live migration, with decades of optimization and features like EVC (masking CPU differences between hosts). Proxmox migration works well for homogeneous environments but lacks advanced CPU compatibility features.
[bookmark: _Toc232247637]16. User Management & Permissions
[bookmark: _Toc232247638]16.1 Objective
Create user accounts, groups, and role-based access control (RBAC) policies to secure the Proxmox environment and delegate limited access to specific resources.
[bookmark: _Toc232247639]16.2 Proxmox Implementation
Two groups were created: students (limited VM access) and Admins (full administrative access). Two users were created: student1@pve (assigned to students group with PVEVMUser role on VM 100) and admin2@pve (assigned to Admins group with PVEAdmin role on the root path with propagation).
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[bookmark: Figure47]Figure 47: User creation dialog
The user creation dialog adds a new Proxmox user account with group membership and role assignment.
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[bookmark: Figure48]Figure 48: User list with groups
The user list displays all created accounts and their assigned groups for quick access control review.
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[bookmark: Figure49]Figure 49: Permission assignment
The permissions interface assigns specific roles to users or groups on resources, enforcing least privilege.
[image: ]
[bookmark: Figure50]Figure 50: Group permissions configuration
The group permissions screen applies role-based access to multiple users simultaneously.
[image: ]
[bookmark: Figure51]Figure 51: Role-based access control overview
The role overview displays available built-in and custom roles that define what actions users can perform.
[bookmark: _Toc232247640]16.3 VMware Comparison
VMware vCenter provides more granular permission management with object-level inheritance and integration with enterprise identity systems. Proxmox uses a simpler path-based permission model that is easier to understand but less flexible for complex hierarchies.
[bookmark: _Toc232247641]17. Hypervisor Patching & Updates
[bookmark: _Toc232247642]17.1 Objective
Update both Proxmox nodes to the latest available packages, ensuring security patches and bug fixes are applied while maintaining cluster stability.
[bookmark: _Toc232247643]17.2 Proxmox Implementation
A rolling update strategy was employed: HP03 was updated first, verified stable, then HP01 was updated. The no-subscription repository was enabled since no paid subscription was available.
apt update apt list --upgradable apt upgrade -y pveversion
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[bookmark: Figure52]Figure 52: Repository configuration — adding no-subscription repo
The no-subscription repository is added to enable access to free Proxmox updates without a commercial license.
[image: ]
[bookmark: Figure53]Figure 53: Repository list
The repository list displays all configured APT sources, including the newly added no-subscription repo.
[image: ]
[bookmark: Figure54]Figure 54: apt update output
The apt update output refreshes the package index from the configured repositories.
[image: ]
[bookmark: Figure55]Figure 55: apt upgrade output
The apt upgrade output installs the latest available security patches and package updates.
[image: ]
[bookmark: Figure56]Figure 56: Version verification after patching
The pveversion command verifies the installed Proxmox version after patching, confirming the update succeeded.
[bookmark: _Toc232247644]17.3 Issue Resolution
HP03 initially failed to resolve domain names during apt update due to a missing /etc/resolv.conf file. The issue was resolved by creating the file with a public DNS server (8.8.8.8), after which updates proceeded normally.
[bookmark: _Toc232247645]17.4 VMware Comparison
VMware's vSphere Lifecycle Manager provides enterprise-grade update orchestration with baseline compliance checking and automated remediation. Proxmox uses standard Linux package management (APT), which is simpler but requires more manual oversight.
[bookmark: _Toc232247646]18. VMware Hypervisor Deployment
[bookmark: _Toc232247647]18.1 Objective
Install VMware ESXi 8.0 U2 on two physical HP ProLiant servers (HP02 at 10.0.10.21 and HP04 at 10.0.10.41) using remote ISO mounting via iLO, configure network settings, and deploy the vCenter Server Appliance (VCSA 8.0) for centralized management.
[bookmark: _Toc232247648]18.2 Theoretical Background
VMware ESXi is a Type-1 (bare-metal) hypervisor developed by VMware, now under Broadcom. Unlike Proxmox which is Debian-based, ESXi uses a proprietary microkernel architecture (VMkernel) optimized specifically for virtualization. The vCenter Server Appliance (VCSA) provides centralized management, enabling features like vMotion, DRS, and HA that require a management plane.
[bookmark: _Toc232247649]18.3 VMware Implementation
[bookmark: _Toc232247650]Step 1: ESXi Installation
The ESXi 8.0 U2 ISO was remotely mounted via iLO on both HP02 and HP04. The installation process is minimal: accept the EULA, select the target drive, set the root password, and confirm. Post-installation, network settings were configured through the Direct Console User Interface (DCUI) including IP address, subnet mask, gateway, and DNS.
[image: ]
[bookmark: Figure57]Figure 57: ESXi installation screen
This screenshot shows the ESXi installer interface, demonstrating the initial installation step where the target hypervisor is deployed. This is the foundation of the VMware environment.
[image: ]
[bookmark: Figure58]Figure 58: End User License Agreement
This screenshot shows the VMware End User License Agreement screen, representing the mandatory acceptance step during ESXi installation. Agreeing to the EULA is required before proceeding with the hypervisor deployment.
[image: ]
[bookmark: Figure59]Figure 59: Root password configuration
This screenshot shows the root password configuration step during ESXi installation. Setting a secure root password is essential for protecting hypervisor access and maintaining system security.
[image: ]
[bookmark: Figure60]Figure 60: Completed ESXi installation
This screenshot shows the completed ESXi installation screen, confirming that the hypervisor has been successfully deployed on the host. This verification step ensures the server is ready for the vCenter Server Appliance deployment.
[bookmark: _Toc232247651]Step 2: vCenter Server Appliance (VCSA) Deployment
VCSA 8.0 was deployed in two stages. Stage 1 deploys the appliance OVA to an ESXi host, configuring the target server, datastore, network, and root password. Stage 2 configures the vCenter services including SSO domain, appliance configuration, and service startup.
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[bookmark: Figure61]Figure 61: vCenter Server 8.0 installer
This screenshot shows the vCenter Server 8.0 installer interface, which is used to deploy the centralized management appliance. Deploying vCenter is necessary for managing multiple ESXi hosts through a single interface.
[image: ]
[bookmark: Figure62]Figure 62: Launching the VCSA installer
This screenshot shows the launch of the vCenter Server Appliance installer, which begins the two-stage deployment process. This step initiates the installation of VMware's centralized management platform.
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[bookmark: Figure63]Figure 63: Deployment target selection
This screenshot shows the deployment target selection step, where the ESXi host that will host the vCenter appliance is chosen. Selecting the correct target host ensures the appliance is deployed to an available and properly configured server.
[image: ]
[bookmark: Figure64]Figure 64: Datastore selection
This screenshot shows the datastore selection step for the vCenter Server Appliance deployment. Choosing an appropriate datastore ensures sufficient storage capacity and performance for the vCenter appliance.
[image: ]
[bookmark: Figure65]Figure 65: Network configuration
This screenshot shows the network configuration step for the vCenter Server Appliance, where IP settings and network parameters are defined. Proper network configuration ensures the appliance is reachable by administrators and ESXi hosts.
[image: ]
[bookmark: Figure66]Figure 66: VCSA root password
This screenshot shows the vCenter Server Appliance root password configuration step. Setting a strong root password is critical for securing access to the vCenter management platform.
[image: ]
[bookmark: Figure67]Figure 67: Stage 1 installation complete
This screenshot shows the completion of Stage 1 of the vCenter deployment, confirming the appliance OVA has been successfully deployed to the target host. This milestone indicates readiness for Stage 2 service configuration.
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[bookmark: Figure68]Figure 68: Stage 2 vCenter configuration
This screenshot shows the Stage 2 vCenter configuration screen, where SSO domain and appliance services are configured. Completing this stage finalizes the vCenter deployment and enables centralized management capabilities.
[image: ]
[bookmark: Figure69]Figure 69: vCenter installation complete
This screenshot shows the vCenter installation completion screen, confirming all services have been successfully configured. This confirms the centralized management platform is fully operational and ready for use.
[bookmark: _Toc232247652]Step 3: Post-Installation Verification
After deployment, the vCenter web interface was accessed and both ESXi hosts (HP02 and HP04) were visible under the single pane of glass. The first login confirmed successful SSO domain creation and service initialization.
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[bookmark: Figure70]Figure 70: First login to vCenter
This screenshot shows the first login to the vCenter web interface, confirming successful SSO domain creation and service initialization. This verification step demonstrates that the centralized management platform is accessible and both ESXi hosts are visible.
[bookmark: _Toc232247653]18.4 Proxmox Comparison
	Aspect
	Proxmox VE
	VMware ESXi/vCenter

	Installation Complexity
	Single guided installer
	Two-stage: ESXi + VCSA deployment

	Post-Install UI
	Built-in web UI immediately
	DCUI limited; vCenter required for full GUI

	Centralized Management
	Built-in cluster (no extra VM)
	Requires separate VCSA appliance

	Resource Overhead
	Minimal (Debian base)
	VCSA requires 4 vCPU, 16 GB RAM minimum

	Licensing
	Free, no subscription needed
	Requires vSphere license for most features


Key Difference: Proxmox provides a fully functional web interface immediately after installation with no additional appliances, while VMware requires deploying a separate vCenter Server Appliance for centralized management. This makes Proxmox more accessible for small deployments, though vCenter offers superior enterprise features once deployed.
[bookmark: _Toc232247654]18.5 Results
ESXi 8.0 U2 was successfully installed on both HP02 and HP04. VCSA 8.0 was deployed and both hosts were added to the vCenter inventory. The centralized management interface provided a unified view of both hypervisors, enabling advanced features like vMotion and DRS.
[bookmark: _Toc232247655]19. Virtual Machine Creation via GUI (vCenter)
[bookmark: _Toc232247656]19.1 Objective
Create virtual machines using the vSphere Client web interface, configuring all hardware parameters through the graphical wizard in vCenter.
[bookmark: _Toc232247657]19.2 Theoretical Background
The vSphere Client provides a comprehensive VM creation wizard that guides administrators through compute resource selection, storage placement, compatibility levels, guest OS customization, and hardware configuration. Unlike Proxmox which uses a single-node wizard, vCenter's wizard integrates with the entire datacenter inventory.
[bookmark: _Toc232247658]19.3 VMware Implementation
[bookmark: _Toc232247659]Step 1: Datacenter and Host Setup
Before creating VMs, a datacenter object was created in vCenter, and both ESXi hosts (HP02 and HP04) were added to it. This establishes the inventory hierarchy required for VM placement and resource management.
[image: ]
[bookmark: Figure71]Figure 71: Creating a new datacenter
This screenshot shows the creation of a new datacenter object in vCenter, which establishes the top-level inventory hierarchy. Creating the datacenter is essential for organizing ESXi hosts and enabling VM placement and resource management.
[image: ]
[bookmark: Figure72]Figure 72: Naming the datacenter
This screenshot shows the datacenter naming step, where the new datacenter object is given a descriptive identifier. Proper naming helps organize the virtual infrastructure and distinguish different environments.
[image: ]
[bookmark: Figure73]Figure 73: Adding a new host
This screenshot shows the process of adding a new ESXi host to the vCenter datacenter. Adding hosts to the inventory is necessary for vCenter to manage and monitor the hypervisor resources centrally.
[image: ]
[bookmark: Figure74]Figure 74: Host IP configuration
This screenshot shows the host IP configuration step when adding an ESXi host to vCenter. Entering the correct IP address ensures vCenter can communicate with and manage the target hypervisor.
[image: ]
[bookmark: Figure75]Figure 75: Finished host configuration
This screenshot shows the completed host configuration after adding ESXi hosts to the vCenter datacenter. This confirms the inventory hierarchy is established and both hosts are ready for virtual machine deployment.
[bookmark: _Toc232247660]Step 2: New VM Wizard
The New Virtual Machine wizard was launched from the vSphere Client. The process involved selecting the creation type (typical or custom), choosing the compute resource (host or cluster), selecting storage, setting compatibility (ESXi 8.0 U2), choosing the guest OS, customizing hardware (CPU, RAM, disk, NIC), and confirming the configuration.
[image: ]
[bookmark: Figure76]Figure 76: Selection of creation type
This screenshot shows the selection of creation type in the New Virtual Machine wizard, choosing between typical or custom deployment. This step determines the level of control over VM configuration during the deployment process.
[image: ]
[bookmark: Figure77]Figure 77: Choosing guest OS
This screenshot shows the guest operating system selection step in the VM creation wizard. Choosing the correct guest OS ensures VMware applies appropriate default settings and compatibility options for the VM.
[image: ]
[bookmark: Figure78]Figure 78: Compatibility selection
This screenshot shows the VM compatibility selection step, where the virtual hardware version is set to ESXi 8.0 U2. Setting compatibility ensures the VM can leverage the latest features while maintaining proper support.
[image: ]
[bookmark: Figure79]Figure 79: VM hardware configuration
This screenshot shows the VM hardware configuration step, where CPU, memory, disk, and network settings are customized. Configuring hardware properly ensures the VM has sufficient resources for its intended workload.
[image: ]
[bookmark: Figure80]Figure 80: Storage selection
This screenshot shows the storage selection step in the VM creation wizard, where the datastore for the virtual disk is chosen. Selecting appropriate storage ensures adequate capacity and performance for the virtual machine.
[image: ]
[bookmark: Figure81]Figure 81: Confirming VM configuration
This screenshot shows the final confirmation screen of the VM creation wizard, summarizing the configured hardware and settings. This verification step allows review of all parameters before deploying the virtual machine.
[bookmark: _Toc232247661]19.4 Proxmox Comparison
VMware's vSphere Client offers more granular control over virtual hardware versions and has a more extensive guest OS compatibility list. The datacenter/host inventory model is more sophisticated than Proxmox's node-based approach. However, Proxmox's simpler wizard is faster for standard deployments and does not require a separate vCenter appliance.
[bookmark: _Toc232247662]19.5 Results
Multiple VMs were successfully created through the vSphere Client GUI with proper hardware configuration. The datacenter inventory model provided clear organization of resources across both ESXi hosts.
[bookmark: _Toc232247663]20. Virtual Machine Creation via CLI
[bookmark: _Toc232247664]20.1 Objective
Create and manage virtual machines using command-line interface commands on ESXi, demonstrating automation capabilities and understanding of the underlying VMware hypervisor parameters.
[bookmark: _Toc232247665]20.2 Theoretical Background
VMware provides multiple CLI interfaces for VM management: ESXCLI (local ESXi commands), PowerCLI (PowerShell module for vCenter), and vim-cmd (legacy ESXi command). For direct host management, SSH to the ESXi host enables vim-cmd and esxcli commands.
[bookmark: _Toc232247666]20.3 VMware Implementation
SSH was enabled on the ESXi host and a connection was established. The esxcli vm process list command showed running VMs, and vim-cmd vmsvc/getallvms listed all registered VMs. New VMs can be created by registering a VMX file or using PowerCLI connected to vCenter.
# List running VMs esxcli vm process list  # List all registered VMs vim-cmd vmsvc/getallvms  # Get VM info vim-cmd vmsvc/get.summary <vmid>  # Power on VM vim-cmd vmsvc/power.on <vmid>  # Power off VM vim-cmd vmsvc/power.off <vmid>
[image: ]
[bookmark: Figure82]Figure 82: SSH connection to ESXi host
This screenshot shows an SSH connection to an ESXi host, providing command-line access for VM management. Using SSH enables administrators to perform advanced operations directly on the hypervisor when needed.
[image: ]
[bookmark: Figure83]Figure 83: VM creation via CLI
This screenshot shows the execution of a VM creation command via CLI on the ESXi host. This demonstrates that virtual machines can be deployed programmatically without relying solely on the graphical vSphere Client.
[image: ]
[bookmark: Figure84]Figure 84: Verification of VM creation
This screenshot shows the verification of a VM created through the command-line interface, confirming the new VM appears in the host inventory. This validation step ensures the CLI-based deployment was successful and the VM is registered.
[bookmark: _Toc232247667]20.4 Proxmox Comparison
VMware's PowerCLI is significantly more powerful for large-scale automation, offering hundreds of cmdlets for vCenter management. ESXCLI provides deep hardware and system management. Proxmox's qm tool is simpler but sufficient for single-node or small-cluster operations. Both support REST APIs for programmatic access.
[bookmark: _Toc232247668]20.5 Results
SSH connectivity to ESXi was established and VM management commands were executed successfully. The CLI approach confirmed that ESXi provides robust command-line management, though PowerCLI offers the most comprehensive automation capabilities when connected to vCenter.
[bookmark: _Toc232247669]21. Operating System Installation
[bookmark: _Toc232247670]21.1 Objective
Install Windows 11 and Ubuntu Server inside the created virtual machines on VMware, documenting the installation process and post-install configuration.
[bookmark: _Toc232247671]21.2 Windows 11 Installation
Windows 11 Enterprise Evaluation was installed on a VMware VM with appropriate hardware configuration. The installation proceeded through the standard Windows Setup wizard: language and keyboard selection, storage configuration, installation execution, and profile setup.
[image: ]
[bookmark: Figure85]Figure 85: Windows 11 installation
This screenshot shows the Windows 11 installation screen running on a VMware virtual machine. This demonstrates that the guest operating system boots correctly from the installation media and the VM hardware is properly configured.
[image: ]
[bookmark: Figure86]Figure 86: Keyboard layout selection
This screenshot shows the keyboard layout selection step during the Windows 11 installation process. Selecting the correct layout ensures proper input functionality for the guest operating system.
[image: ]
[bookmark: Figure87]Figure 87: Storage selection
This screenshot shows the storage selection step during the Windows 11 installation, where the virtual disk is chosen for the OS installation. This step allocates the provisioned virtual disk space for the guest operating system.
[image: ]
[bookmark: Figure88]Figure 88: Install button
This screenshot shows the Windows 11 install button confirmation step, where the user initiates the actual OS installation. Clicking install begins writing the operating system files to the virtual disk.
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[bookmark: Figure89]Figure 89: Profile configuration
This screenshot shows the profile configuration step during the Windows 11 installation, where user account and personalization settings are established. Creating a user profile is necessary for logging into the Windows 11 guest environment.
[bookmark: _Toc232247672]21.3 Ubuntu Server Installation
Ubuntu Server was installed using the standard text-based installer: language selection, keyboard layout, network configuration, storage setup, and profile creation.
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[bookmark: Figure90]Figure 90: Language selection
This screenshot shows the language selection step in the Ubuntu Server text-based installer. Choosing the correct language is the first step in configuring the guest operating system for regional compatibility.
[image: ]
[bookmark: Figure91]Figure 91: Keyboard selection
This screenshot shows the keyboard layout selection step during the Ubuntu Server installation. Selecting the appropriate keyboard layout ensures accurate character input for the server environment.
[image: ]
[bookmark: Figure92]Figure 92: Network configuration
This screenshot shows the network configuration step in the Ubuntu Server installer, where IP settings and network parameters are defined. Proper network configuration ensures the server can communicate on the network after deployment.
[image: ]
[bookmark: Figure93]Figure 93: Storage configuration
This screenshot shows the storage configuration step during the Ubuntu Server installation, where disk partitioning and file system setup are performed. Configuring storage correctly is essential for the operating system to install and function properly.
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[bookmark: Figure94]Figure 94: Profile configuration
This screenshot shows the profile configuration step in the Ubuntu Server installer, where user credentials and hostname are set. Creating an administrative user ensures secure access to the server after installation.
[image: ]
[bookmark: Figure95]Figure 95: Finished installation
This screenshot shows the completed Ubuntu Server installation, confirming the operating system was successfully deployed on the virtual machine. This verification demonstrates that the guest OS installed correctly and is ready for use.
[bookmark: _Toc232247673]21.4 Proxmox Comparison
VMware Tools provides deeper integration (drag-and-drop, shared folders, better graphics, heartbeat) compared to QEMU Guest Agent on Proxmox. Windows 11 runs successfully on both platforms when properly configured with UEFI, TPM 2.0, and sufficient resources. VMware's guest OS customization is more mature.
[bookmark: _Toc232247674]21.5 Results
Both Windows 11 and Ubuntu Server were successfully installed on VMware VMs. The installations were straightforward with VMware's optimized virtual hardware and guest OS support.
[bookmark: _Toc232247675]22. Virtual Machine Configuration Changes
[bookmark: _Toc232247676]22.1 Objective
Demonstrate the ability to dynamically modify virtual machine hardware configuration in vSphere, including adding/removing CPU, RAM, disk, and network interfaces.
[bookmark: _Toc232247677]22.2 Theoretical Background
VMware vSphere supports hot-add capabilities for CPU, memory, and disk on supported guest operating systems. The Edit Settings dialog in vSphere Client provides a comprehensive interface for hardware modification, including advanced options like CPU reservation, memory limits, and SCSI controller types.
[bookmark: _Toc232247678]22.3 VMware Implementation
VM hardware was reconfigured through the vSphere Client by right-clicking the VM and selecting Edit Settings. CPU cores, RAM allocation, disk size, and network adapters were modified. VMware's hot-add feature allowed some changes without powering off the VM.
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[bookmark: Figure96]Figure 96: Accessing VM configuration
This screenshot shows the VM configuration settings being accessed through the vSphere Client. This step enables administrators to modify hardware resources such as CPU, memory, and disk to match workload requirements.
[image: ]
[bookmark: Figure97]Figure 97: Changing VM hardware configuration
This screenshot shows the modification of VM hardware parameters, demonstrating how CPU, memory, and disk settings can be adjusted. This capability allows dynamic resource allocation to adapt to changing application needs.
[bookmark: _Toc232247679]22.4 Proxmox Comparison
VMware vSphere offers more granular hot-add capabilities, particularly for network adapters and SCSI controllers, with deeper integration into the guest OS through VMware Tools. Proxmox supports hot-add for CPU and RAM but requires a restart for some hardware changes. VMware's hardware modification interface is more polished.
[bookmark: _Toc232247680]22.5 Results
VM hardware was successfully modified through the vSphere Client. Hot-add capabilities worked as expected for supported hardware types, demonstrating VMware's mature virtual hardware management.
[bookmark: _Toc232247681]23. Clone a Virtual Machine
[bookmark: _Toc232247682]23.1 Objective
Create exact copies of existing virtual machines using VMware's clone functionality, demonstrating both full clones and understanding of linked clone concepts.
[bookmark: _Toc232247683]23.2 Theoretical Background
VMware vSphere offers multiple clone types: full clones (independent copy of all disks), linked clones (share base disk with delta overlay), and instant clones (fork a running VM in memory). The clone wizard in vSphere Client provides options for customization, resource placement, and storage allocation.
[bookmark: _Toc232247684]23.3 VMware Implementation
A VM was cloned using the vSphere Client by right-clicking the source VM and selecting Clone → Clone to Virtual Machine. The wizard guided through name and folder selection, compute resource placement, storage selection, clone options, and final confirmation.
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[bookmark: Figure98]Figure 98: Navigating to clone page
This screenshot shows the navigation to the clone function in the vSphere Client, initiating the VM cloning process. Cloning enables rapid deployment of identical virtual machines without repeating the full installation process.
[image: ]
[bookmark: Figure99]Figure 99: Name and folder selection
This screenshot shows the name and folder selection step in the clone wizard, where the new VM is identified and placed in the inventory. Proper naming and organization help manage virtual machines in the datacenter.
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[bookmark: Figure100]Figure 100: Compute resource selection
This screenshot shows the compute resource selection step, where the destination host or cluster for the cloned VM is chosen. Selecting the appropriate resource ensures the clone receives adequate processing capacity.
[image: ]
[bookmark: Figure101]Figure 101: Storage pool selection
This screenshot shows the storage pool selection step in the clone wizard, where the destination datastore for the cloned VM is specified. Choosing the right storage ensures sufficient space and appropriate performance for the clone.
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[bookmark: Figure102]Figure 102: Clone options
This screenshot shows the clone options step, where additional configuration choices for the cloned VM are specified. Configuring clone options correctly ensures the new VM meets specific deployment requirements.
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[bookmark: Figure103]Figure 103: Ready to complete
This screenshot shows the final confirmation screen before completing the clone operation, summarizing the clone configuration. This review step prevents errors and ensures the cloned VM is deployed with the correct settings.
[bookmark: _Toc232247685]23.4 Proxmox Comparison
VMware vSphere offers Instant Clone technology (forking a running VM in memory), which is significantly faster than traditional cloning and ideal for VDI environments. Proxmox does not have an equivalent feature. VMware's clone wizard also provides guest customization options during cloning, which Proxmox lacks natively.
[bookmark: _Toc232247686]23.5 Results
VM clones were successfully created through the vSphere Client. The clone wizard provided clear options for resource placement and storage allocation, demonstrating VMware's polished VM lifecycle management.
[bookmark: _Toc232247687]24. Export a Virtual Machine
[bookmark: _Toc232247688]24.1 Objective
Export a virtual machine from VMware to a portable OVF format for migration or archival purposes.
[bookmark: _Toc232247689]24.2 Theoretical Background
The Open Virtualization Format (OVF) is an open standard for packaging and distributing virtual appliances. VMware vSphere can export VMs as OVF templates, producing an OVF descriptor file and one or more VMDK disk files. This format is widely supported across virtualization platforms.
[bookmark: _Toc232247690]24.3 VMware Implementation
The VM was exported by right-clicking it in vSphere Client and selecting Template → Export OVF Template. The export produced an OVF file and associated VMDK disk files that could be imported into other VMware environments or converted for other platforms.
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[bookmark: Figure104]Figure 104: Navigating to export page
This screenshot shows the navigation to the export function in the vSphere Client, which initiates the OVF template export process. Exporting VMs as templates enables portability and migration between different VMware environments.
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[bookmark: Figure105]Figure 105: Export OVF Template dialog
This screenshot shows the Export OVF Template dialog, where export parameters and destination settings are configured. This step demonstrates VMware's built-in capability for creating portable VM templates without requiring command-line tools.
[bookmark: _Toc232247691]24.4 Proxmox Comparison
VMware provides a much more polished export experience through the vSphere Client, with built-in OVF/OVA generation and a guided wizard. Proxmox requires command-line knowledge and manual format conversion using qemu-img, reflecting its open-source, DIY philosophy. VMware's OVF export is more accessible for administrators.
[bookmark: _Toc232247692]24.5 Results
The VM was successfully exported as an OVF template. The resulting files were verified and confirmed as valid for import into other VMware environments.
[bookmark: _Toc232247693]25. Virtual Machine Backup & Hypervisor Backup
[bookmark: _Toc232247694]25.1 Objective
Implement comprehensive backup strategies for both virtual machines and hypervisor configurations on VMware, using third-party solutions and native tools. This is the team's specialization topic and is documented in greater depth.
[bookmark: _Toc232247695]25.2 Theoretical Background
VMware does not include a built-in backup solution in the base vSphere license (vSphere Data Protection was discontinued). Enterprise VM backup typically requires third-party solutions like Veeam Backup & Replication, which leverages VMware VADP (vStorage APIs for Data Protection) and CBT (Changed Block Tracking) for efficient incremental backups. Hypervisor configuration backup is handled through vCenter's built-in backup scheduler.
[bookmark: _Toc232247696]25.3 Veeam Backup & Replication Installation
Veeam Backup & Replication was installed as the third-party backup solution. The installation process involved selecting the Veeam type, accepting the license agreement, and completing the setup wizard.
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[bookmark: Figure106]Figure 106: Veeam installation page
This screenshot shows the Veeam Backup & Replication installation page, which begins the setup of the third-party backup solution. Installing Veeam is necessary because VMware requires external tools for comprehensive VM backup.
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[bookmark: Figure107]Figure 107: Veeam type selection
This screenshot shows the Veeam type selection step, where the specific edition or deployment type is chosen. Selecting the correct type ensures the installation matches the environment requirements and available licensing.
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[bookmark: Figure108]Figure 108: License agreement
This screenshot shows the Veeam license agreement acceptance step during installation. Accepting the license terms is a mandatory prerequisite for completing the backup software installation.
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[bookmark: Figure109]Figure 109: Ready to install
This screenshot shows the ready-to-install confirmation screen, summarizing the Veeam installation settings before execution. This verification step ensures all prerequisites and configurations are correct before proceeding.
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[bookmark: Figure110]Figure 110: Installation complete
This screenshot shows the Veeam installation completion screen, confirming that Backup & Replication has been successfully installed. This verification step indicates the backup solution is ready for configuration.
[bookmark: _Toc232247697]25.4 Veeam Configuration
Veeam was configured by adding the vCenter Server as a managed server, providing administrator credentials, and setting up a backup repository. A backup job was then created to protect specific VMs.
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[bookmark: Figure111]Figure 111: Selecting vSphere
This screenshot shows the selection of vSphere as the managed platform during Veeam configuration. This step establishes the connection between Veeam and the vCenter Server, enabling centralized backup management.
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[bookmark: Figure112]Figure 112: vSphere over Cloud Director
This screenshot shows the vSphere over Cloud Director selection option in the Veeam configuration wizard. This step ensures Veeam targets the correct VMware infrastructure type for backup operations.
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[bookmark: Figure113]Figure 113: Backup server specification
This screenshot shows the backup server specification step, where the Veeam server details and connection parameters are defined. Configuring the server correctly ensures Veeam can communicate with the VMware infrastructure.
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[bookmark: Figure114]Figure 114: Adding admin credentials
This screenshot shows the administrator credentials being entered to authorize Veeam access to the vCenter Server. Providing valid credentials is essential for Veeam to discover and manage virtual machines for backup.
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[bookmark: Figure115]Figure 115: Confirming admin password
This screenshot shows the confirmation of the administrator password for Veeam's vCenter connection. Re-entering the password validates the credentials and prevents authentication errors during backup operations.
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[bookmark: Figure116]Figure 116: Adding storage repository
This screenshot shows the storage repository addition step, where the backup destination is configured in Veeam. Setting up a repository is necessary for storing backup files and completing the backup infrastructure.
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[bookmark: Figure117]Figure 117: Naming backup repository
The Veeam backup repository is assigned a descriptive name to identify it within the backup infrastructure.
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[bookmark: Figure118]Figure 118: Direct attached storage selection
Direct attached storage is selected as the repository type for storing Veeam backup files.
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[bookmark: Figure119]Figure 119: Direct attached storage on Windows
The local Windows filesystem is designated as the direct attached storage location for backup data.
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[bookmark: Figure120]Figure 120: Folder selection
A specific folder is chosen on the local storage to house the backup files and metadata.
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[bookmark: Figure121]Figure 121: Confirming folder
The selected folder path is verified before the backup repository configuration is finalized.
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[bookmark: Figure122]Figure 122: Adding first backup job
The first Veeam backup job is created to begin protecting specific virtual machines.
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[bookmark: Figure123]Figure 123: Naming backup job
The backup job is assigned a descriptive name to identify its protected workloads.
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[bookmark: Figure124]Figure 124: Selecting VM to backup
The target virtual machine is selected for inclusion in the Veeam backup job.
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[bookmark: Figure125]Figure 125: Guest processing selection
Guest processing options are configured to enable application-aware backups inside the VM.
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[bookmark: Figure126]Figure 126: Backup schedule configuration
The backup schedule is configured to define when the job will run automatically.
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[bookmark: Figure127]Figure 127: Backup job summary
A summary of the configured backup job is shown for review before creation.
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[bookmark: Figure128]Figure 128: VMs selected for backup job
The selected virtual machines are displayed, confirming which VMs the backup job will protect.
[bookmark: _Toc232247698]25.5 Hypervisor Configuration Backup
The vCenter Server configuration was backed up by connecting to the vCenter appliance and copying the configuration files to the NAS for safekeeping.
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[bookmark: Figure129]Figure 129: Connecting to vCenter
An SSH connection is established to the vCenter appliance to access its configuration files.
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[bookmark: Figure130]Figure 130: Copying config files to NAS
The vCenter configuration files are copied to the NAS for safekeeping and disaster recovery.
[bookmark: _Toc232247699]25.6 Proxmox Comparison
	Aspect
	Proxmox
	VMware

	VM Backup Tool
	vzdump (built-in, free)
	Requires 3rd party (Veeam)

	Backup GUI
	Built-in backup tab
	Veeam console or vCenter plugins

	Backup Format
	VMA (Proxmox native)
	Veeam proprietary or VMDK

	Scheduling
	Built-in scheduler
	Veeam job scheduler

	Hypervisor Backup
	Manual tar of /etc/pve/
	vCenter Configuration Backup

	Enterprise Backup
	Proxmox Backup Server (free)
	Veeam, Rubrik, Cohesity (paid)

	Incremental Backup
	Yes (with PBS)
	Yes (with CBT + VADP)

	Cost
	€0
	~$400+/socket/year for Veeam


Key Difference: Proxmox includes built-in backup capabilities at no cost, while VMware requires third-party solutions like Veeam for comprehensive VM backup. Veeam is enterprise-grade with superior features (application-aware processing, instant recovery, replication), but comes at significant cost. Proxmox Backup Server offers comparable enterprise features for free, making Proxmox the clear winner for cost-conscious deployments.
[bookmark: _Toc232247700]25.7 Results
Veeam Backup & Replication was successfully installed and configured. A backup job was created and executed, confirming that VMs were properly protected. The vCenter configuration was also backed up to the NAS. The implementation demonstrated that while VMware requires additional investment for backup, the third-party ecosystem provides world-class protection.
[bookmark: _Toc232247701]26. Snapshots
[bookmark: _Toc232247702]26.1 Objective
Create, manage, and revert virtual machine snapshots in vSphere to enable point-in-time recovery and safe testing environments.
[bookmark: _Toc232247703]26.2 Theoretical Background
VMware snapshots use a redo-log mechanism: when a snapshot is taken, the original disk becomes read-only and a delta disk (redo log) captures all subsequent writes. VMware's Snapshot Manager provides a visual tree interface for managing complex snapshot hierarchies, including branching and consolidation.
[bookmark: _Toc232247704]26.3 VMware Implementation
A snapshot was created through the vSphere Client by navigating to the VM's Snapshot page and clicking Take Snapshot. The snapshot captured the VM's disk state and memory. Reverting to a previous snapshot was also tested.
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[bookmark: Figure131]Figure 131: Navigating to snapshot page
The vSphere Client is navigated to the VM snapshot page to create a snapshot.
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[bookmark: Figure132]Figure 132: Snapshot configuration
The snapshot creation dialog is configured with a name and description before capturing the VM state.
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[bookmark: Figure133]Figure 133: Navigating to revert page
The vSphere Client is navigated to the snapshot revert page to restore a previous state.
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[bookmark: Figure134]Figure 134: Revert snapshot page
The revert snapshot interface displays the target snapshot to which the VM will be restored.
[bookmark: _Toc232247705]26.4 Proxmox Comparison
VMware's Snapshot Manager provides a superior visual interface for managing complex snapshot trees, including branching and consolidation. Proxmox uses a simpler linear model. VMware also offers quiesced snapshots through VSS (Volume Shadow Copy Service) on Windows guests, providing application-consistent snapshots that Proxmox cannot match without additional tools.
[bookmark: _Toc232247706]26.5 Results
Snapshots were successfully created and reverted in vSphere. The Snapshot Manager interface provided clear visibility into the snapshot hierarchy and state.
[bookmark: _Toc232247707]27. Virtual Machine Templates
[bookmark: _Toc232247708]27.1 Objective
Convert a configured virtual machine into a template for rapid, standardized deployment of new VMs in the VMware environment.
[bookmark: _Toc232247709]27.2 Theoretical Background
VMware templates are master copies of VMs that cannot be powered on or edited directly. The Content Library in vCenter provides centralized template management across multiple sites. Guest Customization Specifications allow automatic OS customization (hostname, IP, SID) when deploying from templates, a feature not natively available in Proxmox.
[bookmark: _Toc232247710]27.3 VMware Implementation
A VM was converted to a template by right-clicking it and selecting Template → Convert to Template. A new VM was then deployed from the template using the clone wizard, selecting compute resources and storage.
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[bookmark: Figure135]Figure 135: Navigating to template page
The vSphere Client is navigated to the template page to convert a VM to a template.
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[bookmark: Figure136]Figure 136: Template conversion confirmation
The VM is converted to a template, making it available for standardized future deployments.
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[bookmark: Figure137]Figure 137: Navigating to clone template
The interface is navigated to the clone template workflow to deploy a new VM.
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[bookmark: Figure138]Figure 138: Name and folder selection
The new VM's name and target folder are specified during template deployment.
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[bookmark: Figure139]Figure 139: Compute resources selection
The target host or cluster is selected from the available compute resources for the new VM.
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[bookmark: Figure140]Figure 140: Storage selection
The datastore for the new VM's disks is selected during template deployment.
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[bookmark: Figure141]Figure 141: Ready to complete
A summary of the template deployment is shown for review before provisioning the new VM.
[bookmark: _Toc232247711]27.4 Proxmox Comparison
VMware's Content Library and Guest Customization Specifications provide enterprise-grade template management. When deploying from a template, vSphere can automatically customize the guest OS. Proxmox requires manual post-deployment customization or external tools like cloud-init. VMware's template ecosystem is significantly more mature for large-scale deployments.
[bookmark: _Toc232247712]27.5 Results
A VM was successfully converted to a template and a new VM was deployed from it. The template workflow in vSphere demonstrated superior enterprise capabilities compared to Proxmox's basic template conversion.
[bookmark: _Toc232247713]28. Remote Storage Integration
[bookmark: _Toc232247714]28.1 Objective
Connect VMware ESXi to the CLOIF2 NAS using NFS protocol for shared VM storage, backups, and ISO images.
[bookmark: _Toc232247715]28.2 Theoretical Background
VMware ESXi supports multiple storage protocols: VMFS (local and SAN), NFS, iSCSI, and vSAN. NFS datastores are mounted at the host level and appear as shared storage in vCenter. Unlike Proxmox which supports both NFS and SMB natively, VMware focuses on NFS and iSCSI for network storage.
[bookmark: _Toc232247716]28.3 VMware Implementation
The NAS was added as an NFS datastore through the vSphere Client: Storage → New Datastore → NFS → enter NAS details (IP, path, NFS version). Initial attempts encountered issues with incorrect file paths and ACL/access permissions on the NAS. After correcting the export path and permissions, the datastore was successfully mounted.
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[bookmark: Figure142]Figure 142: Navigating to add storage
The vSphere Client is navigated to the storage page to add a new NFS datastore.
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[bookmark: Figure143]Figure 143: Storage type selection
NFS is selected as the storage type for adding the NAS as a network datastore.
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[bookmark: Figure144]Figure 144: NFS version selection
The appropriate NFS protocol version is selected for compatibility with the NAS export.
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[bookmark: Figure145]Figure 145: NAS not yet added
The initial NAS connection attempt shows it is not yet added, indicating a configuration issue.
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[bookmark: Figure146]Figure 146: NAS successfully added
The NAS is successfully added as an NFS datastore after correcting the export path and permissions.
[image: ]
[bookmark: Figure147]Figure 147: Ready to complete
The final summary confirms the NFS datastore configuration before completing the addition.
[bookmark: _Toc232247717]28.4 Proxmox Comparison
Proxmox supports a wider variety of storage types natively, including ZFS, Ceph, and SMB/CIFS. VMware focuses on VMFS (its proprietary filesystem) and vSAN for enterprise deployments, with NFS as the primary network-attached option. Both handle NFS well for shared storage, but Proxmox's broader protocol support offers more flexibility.
[bookmark: _Toc232247718]28.5 Results
The NAS was successfully connected as an NFS datastore after resolving path and ACL issues. VMs could be stored on the remote storage, enabling shared storage capabilities for features like vMotion.
[bookmark: _Toc232247719]29. Live Migration — Storage to Storage
[bookmark: _Toc232247720]29.1 Objective
Move a virtual machine's disk from local storage to remote NAS storage while the VM is both running and stopped, demonstrating Storage vMotion.
[bookmark: _Toc232247721]29.2 Theoretical Background
Storage vMotion is VMware's technology for migrating VM disks between datastores while the VM remains running. It uses a mirror driver to copy blocks in the background, then performs a fast switchover. This requires vCenter and shared-nothing migration is supported for standalone hosts.
[bookmark: _Toc232247722]29.3 VMware Implementation
Storage migration was initiated through the vSphere Client by right-clicking the VM and selecting Migrate. For a stopped VM, only storage migration was selected. For a running VM, the migration type was set to change storage only. The target datastore was selected and the migration completed successfully.
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[bookmark: Figure148]Figure 148: Navigating to migration page
The vSphere Client is navigated to the VM migration page to initiate storage migration.
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[bookmark: Figure149]Figure 149: Choosing storage migration
The storage migration option is selected to move the VM's disks to a different datastore.
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[bookmark: Figure150]Figure 150: Selecting target storage
The destination datastore is selected where the VM's disk files will be moved.
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[bookmark: Figure151]Figure 151: Ready to complete
The migration plan is summarized for review before the storage migration is executed.
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[bookmark: Figure152]Figure 152: Verification of migration
The completed migration is verified to confirm the VM is now running on the target datastore.
[bookmark: _Toc232247723]29.4 Proxmox Comparison
VMware's Storage vMotion is a mature, highly optimized feature with deep integration into vCenter's resource management and performance monitoring. Proxmox's Move Disk achieves the same functional result but with a simpler implementation and less granular progress tracking. Both support live migration of running VMs between different storage types.
[bookmark: _Toc232247724]29.5 Results
Storage migration was successfully completed for both running and stopped VMs. The VM disks were verified on the target datastore, confirming that Storage vMotion operated as expected.
[bookmark: _Toc232247725]30. Live Migration — Hypervisor to Hypervisor
[bookmark: _Toc232247726]30.1 Objective
Migrate a virtual machine from one ESXi host (HP02) to another (HP04) while the VM is both running and stopped, demonstrating vMotion.
[bookmark: _Toc232247727]30.2 Theoretical Background
vMotion is VMware's live migration technology that moves a running VM from one host to another with zero downtime. It transfers the VM's memory state over the vMotion network while the VM continues running, then performs a fast switchover. Enhanced vMotion Compatibility (EVC) masks CPU differences between hosts.
[bookmark: _Toc232247728]30.3 VMware Implementation — Running VM
A running VM was migrated using the vSphere Client Migrate wizard. The migration type was set to change compute resource only, then the target host was selected. vMotion priority and network settings were configured, and the migration completed without VM downtime.
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[bookmark: Figure153]Figure 153: Navigating to migration page
The vSphere Client is navigated to the migration page to begin a compute resource migration.
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[bookmark: Figure154]Figure 154: Selecting new server
The target ESXi host is selected to receive the migrated virtual machine.
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[bookmark: Figure155]Figure 155: Choosing migration type
The migration type is set to change only the compute resource while keeping current storage.
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[bookmark: Figure156]Figure 156: vMotion priority selection
The vMotion priority is configured to control resource allocation during the live migration.
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[bookmark: Figure157]Figure 157: Network selection
The network for vMotion traffic is selected to ensure seamless connectivity during live migration.
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[bookmark: Figure158]Figure 158: Ready to complete
The hypervisor migration plan is summarized for review before the live migration begins.
[bookmark: _Toc232247729]30.4 VMware Implementation — Stopped VM
A stopped VM was also migrated between hosts using the same wizard, selecting the target host and confirming the migration.
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[bookmark: Figure159]Figure 159: Stopped VM migration page
The migration page is accessed for a stopped VM to demonstrate offline compute migration.
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[bookmark: Figure160]Figure 160: Stopped VM server selection
The target host is selected for the stopped VM migration.
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[bookmark: Figure161]Figure 161: Stopped VM migration type
The migration type is selected for the stopped VM, allowing compute and storage moves.
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[bookmark: Figure162]Figure 162: Stopped VM network selection
The network settings are configured for the stopped VM migration to ensure proper connectivity.
[image: ]
[bookmark: Figure163]Figure 163: Stopped VM ready to complete
The stopped VM migration summary is displayed for final review before execution.
[bookmark: _Toc232247730]30.5 Proxmox Comparison
VMware vMotion is the industry benchmark for live migration, with decades of optimization and features like EVC (masking CPU differences between hosts) and cross-vCenter migration. Proxmox migration works well for homogeneous environments but lacks advanced CPU compatibility features. VMware's vMotion is more reliable for mixed-generation hardware.
[bookmark: _Toc232247731]30.6 Results
Both running and stopped VMs were successfully migrated between HP02 and HP04 using vMotion. The running VM migration completed with zero downtime, demonstrating VMware's mature live migration technology.
[bookmark: _Toc232247732]31. User Management & Permissions
[bookmark: _Toc232247733]31.1 Objective
Create user accounts and assign role-based permissions in vCenter to secure the VMware environment and delegate limited access to specific resources.
[bookmark: _Toc232247734]31.2 Theoretical Background
VMware vCenter uses SSO (Single Sign-On) domain users with global permissions and object-level permissions. Roles define sets of privileges (e.g., Administrator, Read-only, Virtual Machine Power User). Permissions can be assigned at any inventory object level with propagation to child objects.
[bookmark: _Toc232247735]31.3 VMware Implementation
Users were created in the vCenter SSO domain and global permissions were assigned. The vSphere Client provides interfaces for user management and permission assignment across the inventory hierarchy.
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[bookmark: Figure164]Figure 164: Navigating to user config
The vSphere Client is navigated to the user management page to create SSO users.
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[bookmark: Figure165]Figure 165: Add user page
The user creation interface is displayed to add a new user to the vCenter SSO domain.
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[bookmark: Figure166]Figure 166: Adding user with correct domain
The new user is configured with the correct SSO domain for proper vCenter authentication.
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[bookmark: Figure167]Figure 167: Navigating to permissions
The vSphere Client is navigated to the permissions page to assign global access rights.
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[bookmark: Figure168]Figure 168: Adding global permission
A global permission is assigned to control access rights across the vCenter inventory hierarchy.
[bookmark: _Toc232247736]31.4 Proxmox Comparison
VMware vCenter provides more granular permission management with object-level inheritance and integration with enterprise identity systems (Active Directory, LDAP). Proxmox uses a simpler path-based permission model that is easier to understand but less flexible for complex hierarchies. VMware's SSO integration is superior for enterprise environments.
[bookmark: _Toc232247737]31.5 Results
Users were successfully created in the vCenter SSO domain and permissions were assigned. The global permission model provided clear access control across the vCenter inventory.
[bookmark: _Toc232247738]32. Hypervisor Patching & Updates
[bookmark: _Toc232247739]32.1 Objective
Update both ESXi hosts to the latest available patches using vSphere Lifecycle Manager, ensuring security patches and bug fixes are applied while maintaining cluster stability.
[bookmark: _Toc232247740]32.2 Theoretical Background
vSphere Lifecycle Manager (vLCM) provides centralized update orchestration for ESXi hosts. It uses baselines and baseline groups to define desired patch levels, then performs compliance checking and automated remediation. This is significantly more sophisticated than Proxmox's APT-based approach.
[bookmark: _Toc232247741]32.3 VMware Implementation
vSphere Lifecycle Manager was accessed through the vSphere Client. A new baseline was created for the latest updates, compliance was checked against both hosts, and remediation was performed. The cluster update workflow ensured that hosts were patched in a controlled manner.
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[bookmark: Figure169]Figure 169: vSphere Lifecycle Manager
The vSphere Lifecycle Manager interface is opened to manage updates for the ESXi hosts.
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[bookmark: Figure170]Figure 170: Cluster update path
The cluster update path is selected to define which updates will be applied to hosts.
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[bookmark: Figure171]Figure 171: Getting new updates
The system retrieves the latest available updates to build the baseline for host compliance.
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[bookmark: Figure172]Figure 172: Selecting new update
The specific update is selected to be included in the baseline for host remediation.
[bookmark: _Toc232247742]32.4 Proxmox Comparison
VMware's vSphere Lifecycle Manager provides enterprise-grade update orchestration with baseline compliance checking, automated remediation, and cluster-aware patching. Proxmox uses standard Linux package management (APT), which is simpler but requires more manual oversight and lacks centralized compliance reporting. VMware's approach is superior for large-scale enterprise environments.
[bookmark: _Toc232247743]32.5 Results
Both ESXi hosts were successfully patched using vSphere Lifecycle Manager. The baseline compliance checking confirmed that all hosts met the desired patch level, demonstrating VMware's mature update management capabilities.
[bookmark: _Toc232247744]33. Proxmox vs VMware — Comparative Analysis
[bookmark: _Toc232247745]33.1 Feature Comparison Matrix
	Feature
	Proxmox VE 9.1.1
	VMware ESXi 8.0 U2
	Winner

	Licensing Cost
	Free (no subscription required)
	Subscription-only (Broadcom)
	Proxmox

	Web UI Quality
	Modern, responsive, built-in
	vSphere Client (requires vCenter)
	Proxmox

	CLI Power
	qm tool, REST API
	PowerCLI, ESXCLI
	VMware

	Backup Solution
	Built-in vzdump + PBS (free)
	Requires 3rd party (Veeam)
	Proxmox

	Snapshot Management
	Linear list
	Visual tree + VSS quiescing
	VMware

	Template Management
	Basic clone
	Content Library + Guest Customization
	VMware

	Live Migration
	Online/Offline (cluster)
	vMotion (industry standard)
	VMware

	User Management
	Path-based RBAC
	Object-based RBAC + SSO
	VMware

	Patching
	APT (Linux standard)
	vSphere Lifecycle Manager
	VMware

	Community Support
	Active forums, wiki
	Broadcom support (paid)
	Proxmox


[bookmark: _Toc232247746]33.2 Cost Analysis
	Component
	Proxmox
	VMware

	Hypervisor
	€0
	~$200-400+/socket/year

	Cluster Management
	€0 (built-in)
	vCenter license required

	Backup
	€0 (PBS free)
	Veeam ~$400+/socket/year

	Total (2 nodes, 3 years)
	€0-5,610
	~$6,000-15,000+


[bookmark: _Toc232247747]33.3 Use Case Recommendations
	Scenario
	Recommendation
	Reasoning

	Small Business / Homelab
	Proxmox
	Zero licensing cost, full features

	Enterprise (Existing VMware)
	VMware
	Ecosystem investment, compliance

	Educational Environment
	Proxmox
	Free, excellent learning platform

	Startups / Cost-Conscious
	Proxmox
	Predictable costs, no vendor lock-in


[bookmark: _Toc232247748]33.4 Personal Assessment
For this educational project, both Proxmox VE and VMware ESXi/vSphere were implemented and evaluated. Proxmox proved ideal for zero-cost exploration of enterprise features, with its built-in web UI eliminating the need for separate management appliances. VMware demonstrated superior enterprise capabilities in areas like vMotion, Storage vMotion, Lifecycle Manager, and third-party ecosystem integration (Veeam). The choice between platforms depends on context: budget, existing investments, team skills, and compliance requirements. For students and small organizations, Proxmox removes financial barriers while delivering professional-grade virtualization. For large enterprises with strict compliance needs, VMware's ecosystem and certifications justify the cost despite recent Broadcom licensing changes.
[bookmark: _Toc232247749]34. Problems & Impediments
[bookmark: _Toc232247750]34.1 Issues Encountered and Solutions
	#
	Issue
	Root Cause
	Solution

	1
	Proxmox export fails — no GUI button
	LVM disks are block devices, not files
	Used qemu-img convert from /dev/pve/vm-100-disk-0 to QCOW2

	2
	Hypervisor backup — no GUI button
	Proxmox doesn't expose /etc/pve backup in GUI
	Used tar archive of /etc/pve and network configs

	3
	Template creation blocked
	VM 100 had a snapshot
	Removed snapshot first, then converted

	4
	NFS storage add — Read-only file system
	NAS export was read-only (ro)
	Changed to rw,no_root_squash in OMV

	5
	Hypervisor migration blocked
	Snapshot retained CD/DVD hardware config
	Deleted snapshot or removed CD/DVD device

	6
	Patching — DNS resolution failure
	/etc/resolv.conf was missing on HP03
	Created file with nameserver 8.8.8.8

	7
	Proxmox GUI updater blocked
	No active subscription
	Used no-subscription repository via CLI

	8
	Windows 11 won't boot
	Missing UEFI + TPM 2.0 + Q35
	Recreated VM with proper parameters


[bookmark: _Toc232247751]34.2 Lessons Learned
• Read documentation first — many issues are documented but easy to overlook
• Test in isolation before applying changes to production VMs
• Snapshot hygiene is critical — remove unnecessary snapshots promptly
• DNS resolution is critical for package management — always verify /etc/resolv.conf
• NFS/SMB permissions are a common source of frustration — verify at both NAS and client levels
• vCenter deployment requires significant resources — plan for 4 vCPU and 16 GB RAM minimum
• Veeam licensing costs must be factored into VMware total cost of ownership
• NFS datastore path and ACL configuration must be correct before adding to ESXi
• vSphere Lifecycle Manager baselines provide reliable update orchestration — use them instead of manual patching
[bookmark: _Toc232247752]35. Personal Conclusion
[bookmark: _Toc232247753]35.1 Project Reflection
This project provided comprehensive hands-on experience with enterprise server virtualization technologies. Over the course of several weeks, I progressed from basic hypervisor installation to advanced operations including clustering, live migration, and backup automation. The progression mirrored real-world virtualization adoption: deploy, configure, operate, secure, maintain.
[bookmark: _Toc232247754]35.2 Technical Growth
Skills acquired include Type-1 hypervisor deployment and management, virtual machine lifecycle management, storage protocol configuration, network configuration in virtualized environments, Bash scripting for automation, RBAC and security hardening, and Linux system administration. The backup specialization required understanding both VM-level and hypervisor-level protection strategies, learning that effective backup is not just about creating copies but about choosing the right mode, testing restores, protecting configuration, and automating jobs.
[bookmark: _Toc232247755]35.3 Platform Assessment
Proxmox VE strengths include incredible value (enterprise features at zero cost), an intuitive web interface, strong Linux integration, an active community, and no artificial feature limitations. Weaknesses include some features requiring CLI access, less polish than VMware for large enterprises, a smaller ecosystem of certified third-party tools, and less sophisticated guest OS customization.
[bookmark: _Toc232247756]35.4 Final Thoughts
Virtualization is no longer optional in modern IT infrastructure — it is foundational. This project reinforced that the choice between Proxmox and VMware is not about capability (both are excellent) but about context: budget, existing investments, team skills, and compliance requirements. For a student or small organization, Proxmox VE removes financial barriers while delivering professional-grade virtualization. For a Fortune 500 company with strict compliance needs, VMware's ecosystem and certifications justify the cost. The most important takeaway is that the concepts are transferable. Understanding Proxmox's vzdump makes Veeam easier to learn. Mastering Proxmox migration prepares you for vMotion. The underlying virtualization principles — resource abstraction, isolation, portability — are universal.
[bookmark: _Toc232247757]Appendix A: Proxmox CLI Quick Reference
# VM Management qm create <id> --name <name> --memory <MB> --cores <N> ... qm start <id> qm stop <id> qm shutdown <id> qm destroy <id> qm list qm config <id>  # VM Modification qm set <id> --memory <MB> qm set <id> --cores <N> qm set <id> --scsi<N> <storage>:<size> qm set <id> --net<N> virtio,bridge=<bridge> qm disk resize <id> <disk> +<size>  # Clone & Template qm clone <src> <dst> --name <name> --full qm template <id>  # Snapshot qm snapshot <id> <name> --description "..." qm rollback <id> <name> qm delsnapshot <id> <name>  # Backup & Restore vzdump <id> --mode snapshot --compress zstd qmrestore <backup-file> <new-id>  # Cluster pvecm create <cluster-name> pvecm add <existing-node-ip> pvecm status  # Update apt update && apt upgrade -y pveversion
[bookmark: _Toc232247758]Appendix B: Glossary
The following terms are used throughout this documentation and are defined for clarity.
[bookmark: _Toc232247759]Hypervisor
A software layer that abstracts physical hardware resources and enables multiple virtual machines to run on a single physical host. Type-1 hypervisors run directly on hardware; Type-2 runs atop an existing OS.
[bookmark: _Toc232247760]KVM (Kernel-based Virtual Machine)
The Linux-native virtualization module that provides full hardware virtualization. Proxmox VE uses KVM to run virtual machines with near-native performance.
[bookmark: _Toc232247761]LXC (Linux Containers)
An OS-level virtualization technology that isolates processes and resources on a shared Linux kernel. Proxmox VE supports LXC for lightweight containerization alongside full VMs.
[bookmark: _Toc232247762]QEMU
An open-source machine emulator and virtualizer that works with KVM to provide hardware emulation for virtual machines, including disk, network, and display devices.
[bookmark: _Toc232247763]QCOW2
QEMU Copy-On-Write version 2, a disk image format that supports snapshots, compression, and thin provisioning. Proxmox VE commonly uses QCOW2 for VM disks.
[bookmark: _Toc232247764]vzdump
Proxmox VE's built-in backup utility that creates compressed archives (VMA format) of virtual machines. It supports snapshot, suspend, and stop backup modes.
[bookmark: _Toc232247765]VMA
Virtual Machine Archive, the native backup format used by Proxmox VE's vzdump tool. VMA files contain the full VM state and can be restored with qmrestore.
[bookmark: _Toc232247766]LVM (Logical Volume Manager)
A Linux storage management framework that allows dynamic allocation, resizing, and snapshotting of logical volumes. Proxmox uses LVM for local VM storage.
[bookmark: _Toc232247767]NFS (Network File System)
A distributed file system protocol that enables remote hosts to mount storage over a network. Used in this project to connect Proxmox and VMware to the CLOIF2 NAS.
[bookmark: _Toc232247768]SMB/CIFS
Server Message Block / Common Internet File System, a network file-sharing protocol supported by Windows and Linux. Used for ISO and backup repository access.
[bookmark: _Toc232247769]iLO (Integrated Lights-Out)
HP's out-of-band management processor that provides remote console, power control, and virtual media mounting even when the server OS is offline.
[bookmark: _Toc232247770]vMotion
VMware's live migration technology that moves a running VM from one ESXi host to another with zero downtime, transferring memory state over the network.
[bookmark: _Toc232247771]Storage vMotion
VMware's technology for migrating a VM's disk files between datastores while the VM remains running, using a mirror driver for background copying.
[bookmark: _Toc232247772]DRS (Distributed Resource Scheduler)
A VMware vCenter feature that automatically balances VM workloads across ESXi hosts based on resource utilization and predefined policies.
[bookmark: _Toc232247773]HA (High Availability)
A VMware vSphere feature that automatically restarts VMs on surviving hosts after a hardware failure, minimizing service downtime.
[bookmark: _Toc232247774]vSAN
VMware's software-defined storage solution that aggregates local disks across ESXi hosts into a shared datastore with policy-based management.
[bookmark: _Toc232247775]VMFS (Virtual Machine File System)
VMware's proprietary clustered filesystem optimized for storing virtual machine files on block storage devices.
[bookmark: _Toc232247776]VADP (vStorage APIs for Data Protection)
VMware's API framework that enables third-party backup solutions like Veeam to perform efficient, agentless VM backups.
[bookmark: _Toc232247777]CBT (Changed Block Tracking)
A VMware feature that tracks modified disk blocks since the last backup, enabling incremental backups to transfer only changed data.
[bookmark: _Toc232247778]Veeam Backup & Replication
A third-party enterprise backup solution for VMware and Hyper-V environments, offering application-aware processing, instant recovery, and replication.
[bookmark: _Toc232247779]VSS (Volume Shadow Copy Service)
A Microsoft Windows service that enables application-consistent snapshots by coordinating quiescing of running applications before capturing disk state.
[bookmark: _Toc232247780]OVF (Open Virtualization Format)
An open standard for packaging and distributing virtual appliances, consisting of a descriptor file and one or more disk images.
[bookmark: _Toc232247781]OVA (Open Virtualization Appliance)
A single-file archive format (TAR) containing an OVF package, simplifying distribution and portability of virtual machines.
[bookmark: _Toc232247782]UEFI (Unified Extensible Firmware Interface)
A modern firmware interface that replaces legacy BIOS, required for Windows 11 and supporting Secure Boot and TPM.
[bookmark: _Toc232247783]SeaBIOS
An open-source legacy BIOS implementation used by QEMU/KVM for guest operating systems that do not require UEFI.
[bookmark: _Toc232247784]VirtIO
A paravirtualized I/O driver framework for KVM/QEMU that provides high-performance disk and network interfaces for virtual machines.
[bookmark: _Toc232247785]TPM (Trusted Platform Module)
A hardware security chip that provides cryptographic functions, required by Windows 11 and used for BitLocker and measured boot.
[bookmark: _Toc232247786]cloud-init
A multi-distribution package for early initialization of cloud instances, enabling automatic configuration of hostname, network, and users.
[bookmark: _Toc232247787]Content Library
A VMware vCenter feature that provides centralized storage and distribution of VM templates, ISO images, and other content across multiple sites.
[bookmark: _Toc232247788]RBAC (Role-Based Access Control)
A security model where permissions are assigned to roles, and roles are assigned to users or groups, enforcing the principle of least privilege.
[bookmark: _Toc232247789]SSO (Single Sign-On)
An authentication mechanism that allows users to log in once and gain access to multiple services. VMware vCenter uses SSO domains for centralized identity management.
[bookmark: _Toc232247790]EVC (Enhanced vMotion Compatibility)
A VMware feature that masks CPU differences between ESXi hosts, enabling vMotion across heterogeneous hardware generations.
[bookmark: _Toc232247791]VDI (Virtual Desktop Infrastructure)
A desktop virtualization technology that hosts user desktops on centralized servers, enabling remote access and simplified management.
[bookmark: _Toc232247792]RAID (Redundant Array of Independent Disks)
A data storage technology that combines multiple disk drives for performance, capacity, or redundancy. The CLOIF2 NAS uses RAID5.
[bookmark: _Toc232247793]Thin Provisioning
A storage allocation strategy where disk space is allocated on demand rather than upfront, reducing initial storage consumption and enabling overprovisioning.
[bookmark: _Toc232247794]Snapshot
A point-in-time capture of a VM's disk state, enabling rollback to a previous configuration. Snapshots use delta disks to track changes.
[bookmark: _Toc232247795]Template
A master copy of a VM that cannot be powered on or edited directly, used to rapidly deploy standardized virtual machines.
[bookmark: _Toc232247796]Live Migration
The process of moving a running VM from one host or storage device to another without service interruption, also called vMotion or online migration.
[bookmark: _Toc232247797]Cluster
A group of hypervisor nodes configured for shared management, enabling centralized administration, live migration, and high availability.
[bookmark: _Toc232247798]pmxcfs
Proxmox Cluster File System, a special distributed filesystem that synchronizes configuration files across all nodes in a Proxmox cluster via Corosync.
[bookmark: _Toc232247799]APT (Advanced Package Tool)
Debian's package management system used by Proxmox for installing, updating, and removing software packages and security patches.
[bookmark: _Toc232247800]ZSTD
Zstandard, a fast lossless compression algorithm developed by Facebook. Proxmox uses ZSTD for backup compression due to its excellent speed/ratio balance.
[bookmark: _Toc232247801]pvecm
The Proxmox cluster management CLI tool used to create, join, and monitor Proxmox VE clusters.
[bookmark: _Toc232247802]qm
The Proxmox VM management CLI tool (QEMU Manager) used to create, configure, start, stop, and clone virtual machines.
[bookmark: _Toc232247803]esxcli
VMware's command-line interface for ESXi host management, covering hardware, network, storage, and system configuration.
[bookmark: _Toc232247804]vim-cmd
A legacy VMware CLI tool on ESXi hosts for direct VM and service management when vCenter is unavailable.
[bookmark: _Toc232247805]PowerCLI
VMware's PowerShell module for automating vCenter and ESXi management, offering hundreds of cmdlets for large-scale operations.
[bookmark: _Toc232247806]vSphere Client
VMware's web-based management interface for vCenter, providing a graphical interface for VM lifecycle, resource, and configuration management.
[bookmark: _Toc232247807]vCenter Server Appliance (VCSA)
A preconfigured Linux-based virtual appliance that hosts vCenter Server services, providing centralized management of ESXi hosts.
[bookmark: _Toc232247808]vSphere Lifecycle Manager (vLCM)
VMware's centralized update and compliance tool for ESXi hosts, using baselines and automated remediation.
[bookmark: _Toc232247809]Proxmox VE
An open-source Type-1 hypervisor platform based on Debian Linux, combining KVM virtualization and LXC containerization with a unified web interface.
[bookmark: _Toc232247810]VMware ESXi
A proprietary Type-1 hypervisor developed by VMware (now Broadcom), using the VMkernel microkernel architecture optimized for virtualization.
[bookmark: _Toc232247811]OpenMediaVault
A free Linux-based NAS solution built on Debian, providing web-based management of file sharing, storage, and services.
[bookmark: _Toc232247812]Areca RAID
A hardware RAID controller brand used in the CLOIF2 NAS to manage the RAID5 storage pool.
	Term
	Definition

	Hypervisor
	Software that creates and runs virtual machines

	Type-1 (Bare-Metal)
	Hypervisor runs directly on hardware

	KVM
	Kernel-based Virtual Machine (Linux virtualization)

	QEMU
	Quick Emulator (hardware emulation platform)

	LXC
	Linux Containers (OS-level virtualization)

	VM
	Virtual Machine — emulated computer system

	QCOW2
	QEMU Copy-On-Write version 2 (disk image format)

	LVM
	Logical Volume Manager (Linux storage abstraction)

	NFS
	Network File System (distributed file protocol)

	SMB/CIFS
	Server Message Block / Common Internet File System

	iSCSI
	Internet Small Computer Systems Interface (block storage over IP)

	iLO
	Integrated Lights-Out (HP remote management)

	RBAC
	Role-Based Access Control

	OVF/OVA
	Open Virtualization Format / Archive

	VMDK
	Virtual Machine Disk (VMware format)

	VMA
	Virtual Machine Archive (Proxmox format)

	ZSTD
	Zstandard compression algorithm

	TPM
	Trusted Platform Module (hardware security chip)

	UEFI
	Unified Extensible Firmware Interface (modern BIOS replacement)

	vMotion
	VMware live migration technology

	HA
	High Availability — automatic failover

	vSAN
	Virtual SAN (VMware software-defined storage)

	PBS
	Proxmox Backup Server

	OMV
	OpenMediaVault (NAS operating system)

	VADP
	vStorage APIs for Data Protection (VMware backup API)

	CBT
	Changed Block Tracking (incremental backup)

	vLCM
	vSphere Lifecycle Manager

	EVC
	Enhanced vMotion Compatibility

	VSS
	Volume Shadow Copy Service (Windows)
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root@backup:~# s /var/lib/vz/template/iso/
ubuntu-24.04.3-live-server-amd64. iso
root@backupl:~# pvesm status

Name. Type  status  Total (KiB) Used (KiB) Available (KiB) 5
Tocal dir  active 67022232 7282180 56289788 10.87%
Tocal-lvm  lvmthin  active 136155136 4547581 131607554 3.34%

root@backupl:~# qm create 160 --name "testCLI" --memory 2048 --cores 2 --net® "virtio,bridg
e=vmbro” --scsihw "virtio-scsi-single”

unable to create VM 160 - VW 168 already exists on node 'backup1’

root@backupl:~#

root@backupl:~#

root@backupl:~# qm create 161 --name "testCLI" --memory 2048 --cores 2 --net® "virtio,bridg
e=vmbro” —-scsihw "virtio-scsi-single”

root@backupl:~# qm list

VMID NAME STATUS ~ MEM(MB)  BOOTDISK(GB) PID
100 TEST stopped 3000 32.00 0
101 testcLT stopped 2048 0.00 0

root@backupL:~#
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root@PO1:~#(gm clone 100 110 --name UbuntuServer-cloneCLT
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)

Logical volume "vm-110-disk-0" created.
Logical volume pve/vm-110-disk-8 changed.
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root@HPe1:~# lvs | grep vm-100
vm-100-disk-0 pve Vwi-a-tz-- 40.00g data 13.15

ro0t@HPO1:~# gemu-ing convert -f raw -0 qcow2 /dev/pve/vm-100-disk-e /var/lib/vz/inage
5/vm-100-export..qcow2
root@HPo1:n# 1s -Lh /var/Lib/vz/inages/vm-100-export.qcow2
genu-ing info /var/Lib/vz/images/vn-100-export.qcow2
-rw-r--r-- 1 root root 4.9G Jun 8 21:30 /var/lib/vz/images/vm-100-export.qcow2
image: /var/lib/vz/images/vn-160-export.qcow2
file format: qcow2
virtual size: 40 GiB (42049672960 bytes)
disk size: 4.88 GiB
cluster_size: 65536
Format specific information:
compat: 1.1
compression type: zlib
lazy refcounts: false
refcount bits: 16
corrupt: false
extended 12: false
child node '/file’
filename: /var/lib/vz/inages/vm-100-export.qcow2
protocol type: file
file length: 4.88 GiB (5239799808 bytes)
disk size: 4.88 GiB
root@HPe1:~# [l
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Tinux backupl 6.17.2-1-pve §1 SMP PREEMPT_DYNAMIC BMX 6.17.2-1 (2025-10-21T11:552)
64

The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

root@backupl:~f ls

root@backupl:~F

root@backupl:~} nano backup_vm.sh

root@backupl:~# chmod +x backup_vm.sh
root@backupl:~F 1s -1
total 4

—rwxr-xr-x 1 root root 579 May 18 08:02 backup_vm.sh
root@backupl:~f ||

I

x86|
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!w /bin/bash

% simple Promox VM Backup Scrip
- /backup_vm.sh [VM_ID]

(1:-100} § Uses first argument, or defaults
DATE-" (date +3¥-im-$d_3H-3M-33)

> 1 var/1ib/vz/ dump"

L0G_FILE="/var/log/vm backup.log"

ccho "Starting backup of VM SVMID at $DATE.

vzdump SVMID --mode snapshot --compress zstd --dumpdir SBACKUP DIR

[SDATE] SUCCESS: VM SVMID backed up" >> §LOG FILE
ccho "Done! Cheok FRACKUP DIR"

echo "[SDATE] FAILED: VM SVMID backup error" >> SLOG FILE
echo "Error! Check the log."
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root@HPe1:~# mkdir -p /var/lib/vz/backup
root@HPOL:n# tar -czf /var/lib/vz/backup/hpe1-config-$(date +svamd-wHiM). tar.gz \
Jetc/pve \
/etc/network/interfaces \
/etc/hosts \
/etc/hostname \
Jetc/resolv. conf
tar: Removing leading */' from member names
tar: Removing leading */' from hard link targets
root@HPOL:~# ~C
root@HPel:~# 1s -1h /var/lib/vz/backup/
‘total 16K
—rw-r--r-- 1 root root 15K Jun 8 22:21 hpol-config-20260608-2221.tar.gz
root@HPel:~# |
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1ibkrbSsupport0 1ibldb2 libmpgl23-0té4 libnghttp2-14 libngtcp2-16
libngtcp2-crypto-gnutls8 libnss-systemd libnss3 libopeniscsiusr libpam-systemd
1ibpng16-16t64 libpython3.13-minimal libpython3.13-stdlib libgtScore5té4
1ibgt5dbus5t64 libgtSnetwork5t64 librados2 libradosstriperl librbdl librgw2
libsmbclient0 libsndfilel libsqlite3-0 libss2 libssl3té4 libsystemd-shared
libsystemd0 libtalloc2 libtdbl libteventOt64 libudevl libunbound8 libwbclient0
libxml-parser-perl libxsltl.1 linux-base linux-sysctl-defaults locales logsave
nano open-iscsi openssh-client openssh-server openssh-sftp-server openssl
openssl-provider-legacy python3-ceph-argparse python3-ceph-common python3-cephfs
python3-cryptography python3-jaraco.context python3-rados python3-rbd
python3-requests python3-rgw python3-urllib3 python3.13 python3.13-minimal rsync
samba-common samba-libs sed smbclient sqlite3 sqv ssh systemd systemd-boot-efi
systemd-boot-tools systemd-sysv tzdata udev xaltproc

124 upgraded, 0 newly installed, 0 to remove and 0 ni:(: upgraded.

Need to get 132 MB of archives.

After this operation, 2050 kB of additional disk space will be used.

Do you want to continue? [¥/n] yfj
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Setting up libfreetype6:amdé4 (2.13.3+dfsg-1l+debl3ul)
Setting up python3-requests (2.32.3+dfsg-5+debl3ul) ...
Setting up libgssapi-krb5-2:amd64 (1.21.3-5+debl3ul) .
Setting up gnupg (2.4.7-21+debl3ul) ...

Setting up libharfbuzzOb:amd64 (10.2.0-l+debl3ul) ...
Setting up initramfs-tools—core (0.148.4) ...

Setting up 1ibldb2:amd64 (2:2.11.0+samba4.22.8+dfsg-0+deb13u2) ...
Setting up python3-cephfs (19.2.3-pved) ...

Setting up 1ibgt5dbus5t64:amd64 (5.15.15+dfsg-6+debl3ul) .
Setting up initramfs-tools (0.148.4) .
update-initramfs: deferring update (trigger activated)
Setting up libcurl4t64:amd64 (8.14.1-2+debl3u3) ...
Setting up bind9-libs:amd64 (1:9.20.23-1~debl3ul)
Setting up openssh-client (1:10.0pl-7+debl3ud) ...
Failed to comnect to user scope bus via machine tramsport: No such file or directory
Setting up libgtSnetwork5t64:amd64 (5.15.15+dfsg-6+debl3ul) ...

Setting up libcurl3t64-gnutls:amd64 (8.14.1-2+debl3u3) ...

Setting up samba-libs:amd64 (2:4.22.8+dfsg-0+debl3u2)
Setting up curl (8.14.1-2+debl13ud) ...

Setting up libsmbclient0:amd64 (2:4.22.8+dfsg-O+debl3u2) ...
Setting up bind9-host (1:9.20.23-1~debl3ul) ...

Setting up openssh-sftp-server (1:10.0pl-7+debl3ud) ...
Setting up librgw2 (19.2.3-pved) .
Setting up openssh-server (1:10.0pl-7+debl3ud) ...

ssh.socket is a disabled or a static unit not running, not starting it.
Setting up smbclient (2:4.22.8+dfsg-O+debl3u2) ...

Setting up bind9-dnsutils (1:9.20.23-1~debl3ul) ...

Setting up python3-rgw (19.2.3-pved) .
Setting up ssh (1:10.0pl-7+debl3ud) ...
Setting up ceph-common (19.2.3-pved) .
Setting system user ceph properties..usermod: no changes

usermod: unlocking the user's password would result in a passwordless account.
You should set a password with usermod -p to unlock this user's password.

. .done

chown: cannot access '/var/log/ceph/*.log*
Fixing /var/run/ceph ownership....done
/usz/1ib/empfiles.d/legacy.conf:14: Duplicate line for path "/run/lock", ignoring.
Processing triggers for debianmutils (5.23.2) .
Processing triggers for libc-bin (2.41-12+debl3u3) .
Processing triggers for systemd (257.13-1~debl3ul) .
Processing triggers for man-db (2.13.1-1) ...
Processing triggers for proxmox-kernel-helper (3.0.4) ...

Re-executing '/usr/sbin/proxmox-boot-tool' in new private mount namespace..
Processing triggers for dbus (1.16.2-2) ...

Processing triggers for shared-mime-info (2.4-5+b2) ...

Processing triggers for procps (2:4.0.4-9) ...
Processing triggers for initramfs—tools (0.148.4)
update-initramfs: Generating /boot/initrd.img-6.17.2-1-pve

Running hook script 'zz-proxmox-boot'..

Re-executing '/etc/kernel/postinst.d/zz-proxmox-boot® in new private mount namespace..
No /etc/kernel/proxmox-boot-uuids found, skipping ESP sync.

No such file or directory

Your System is up-to-date

starting shell
root@HP03:~§ J
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VMaare ESXi 8.0.2 Installer

End User License Agreenent (EULA)

VIHARE GENERAL TERNS
Last updated: Novenber 2. 2023

By dounloading or sing an Offering, Custoner agrees to be
bound by the terms of the Agreenent

1. OFFERIN

1.1. Applicable Terns: The terns of the Order and these
General Terms. _including opplicable Exhibits and

Offer ing-specific Notes (collectively, the “Agreenent”

govern Custoner”s use of the Offer ings. The folloing
descending order of precedence applies: (a) the Orders (b)
the General Terms: (c) the Exhibits: and (d) the

OFfer ing-specif ic Notes

1.2. Users: Customer is responsible for its Users”
conpliance with the Agreenent .

1.3. Restrictions: Custoner nay use the Offerings only for

Use the arrou keys to scroll the EULA text

B0 X
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VMaare ESXi 8.0.2 Installer

Installation Conplete
2 has been installed successfully.

ESXi 8.0.2 ui1l operate In evaluation node for 60 daus.
To use ESKi 8.8.2 after the cvaluation per iod, you must
register for a Viuare product 1icense

To adninister your server. navigate to the server
hostnane or IP address fron your web brouser or use the
Direct Control User Interface.

Reboot the server to start using ESXi 8.0.2.

B0 X
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VCenter Server Installer

Installer

vmw Install - Stage 1: Deploy vCenter Server

- Introduction
1 Introduction

/A The External Platform Services Controller deployment has been deprecated

Learn more

This installer allows you to install a vCenter Server 8.0

stage 1

@

Deploy vCenter Server

he vCenter Server is a two stage process. Th

to the target ESXi host or a comp:

etup of the deployed vC

fir

Next, to proceed with

CANCEL
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C (3 > DVDDrive (F) VMware VCSA > vcsa-ui-installer > win32 >

N Sort v = View v
Name B Date modified Type Size

B locales 18/03/2024 17:00 File folder

BB resources 18/03/2024 17:00 File folder
. chrome_100_percent.pak 11/01/2024 17:14 PAK File 133 KB
. chrome_200_percent.pak 11/01/2024 17:14 PAK File 192 KB
d3dcompiler_47.dll 11/01/2024 17:14 Application extension 4,031 KB
ffmpeg.dll 11/01/2024 17:15 Application extension 2,535 KB
icudtl.dat 11/01/2024 17:14 DAT File 10,383 KB
11/01/2024 17:15 Application 137,044 KB
libEGL.dII 11/01/2024 17:14 Application extension 392 KB
libGLESv2.dll 11/01/2024 17:14 Application extension 6,452 KB
. LICENSE 11/01/2024 17:14 File 2 KB
e LICENSES.chromium.html 11/01/2024 17:14 Microsoft Edge HTM... 8,643 KB
. resources.pak 11/01/2024 17:14 PAK File 5,283 KB
. snapshot_blob.bin 11/01/2024 17:14 BIN File 262 KB
. v8_context_snapshot.bin 11/01/2024 17:14 BIN File LYARE)
. version 11/01/2024 17:14 File 1KB
vk_swiftshader.dll 11/01/2024 17:15 Application extension 4,428 KB
. vk_swiftshader_icd.json 11/01/2024 17:14 JSON Source File 1 KB

vulkan-1.dll 11/01/2024 17:15 Application extension 817 KB
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VCenter Server Installer

Installer

vmw Install - Stage 1: Deploy vCenter Server

T — vCenter Server deployment target

Specify the vCenter Server deployment target settings. The target is the ESXi host or vCenter
Server instance on which the vCenter Server will be deployed.
fenterthe dostination Ip address)

ESXi host or vCenter Server 10.0.10.21

name

2 End user license agreement

3 vCenter Server deployment target

HTTPS port

a3
vsername
Fassword

CANCEL

NEXT
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Installer

vmw Install - Stage 1: Deploy vCenter Server

Select datastore
1 Introduction

Select the storage location for this vCenter Server

2 End user license agreement
3 vCenter Server deployment target
4 Setup vCenter Server VM show only compatible data
5 Select deployment size
Name Type
6 Select datastore
datastorel  VMFS-6

HDD stora
S

stores

Capacity Free

o

Il on a new VSAN cluster containing the target host @

© install on an existing datastore accessible from the target host

Provisioned

CANCEL
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Supported

Supported
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NEXT
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vmw Install - Stage 1: Deploy vCenter Server

R Configure network settings
2 End user license agreement Configure network settings for this vCenter Server
3 vCenter Server deployment target.  NetWork VM Network ®
4 Setup vCenter Server VM P version IPva
5 Select deployment size P assignment static
6 Select datastore FGDN F ®
7 Configure network settings P address
Subnet mask or prefix length ®
Default gateway
DN servers
Common Ports
HTTP 0 .
CANCEL
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VCenter Server Installer

Installer

vmw Install - Stage 1: Deploy vCenter Server

Set up vCenter Server VM
1 Introduction

Specify the VM settings for the vCenter Server to be deployed
2 End user license agreement

3 vCenter Server deployment target VM name VMware vCenter Server

©

4 Set up vCenter Server VM Set root password

©

Confirm root password

CANCEL
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Installer

vmw Install - Stage 2: Set Up vCenter Server

Setup Wizard vCenter Server Configuration
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CANCEL
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Recent Tasks

@ 10.0.10.23 | :AcTions

@ Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks

All Issues
(7 Actions - 10.0.10.23

New Datacenter...

ﬁ New Folder D Issue Y Type Y Trigger Time Y Status Y

[:] Memory Exhaustion on 10 Triggered Alarm 04/23/2026, 12:48 AM /N Warning
Export System Logs...

&3 Assign License...
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Add Permission...
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: ACTIONS

[[¥ New Cluster...
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Add Host

Name and location

Enter the name or IP address of the host to add to vCenter Server.
1 Name and location
Host name or IP address: 10.0.10.21 L

Location: vircl-HP02/04
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Add Host Ready to complete
Click Finish to add the host

1 Name and location Name 10.0.10.21

] ] Location vircl-HP02/04
Connection settings

Version VMware ESXi 8.0.2 build-23305546

Host summary License Evaluation License

Networks VM Network

Host lifecycle Datastores datastorel,HDD storage

Lockdown mode Disabled
Assign license X
VM location vircl-HP02/04
Image for host Disabled
Lockdown mode 9 ‘

7 VM location

8 Ready to complete
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New Virtual Machine Select a creation type

How would you like to create a virtual machine?
1 Select a crea v Create a new This option guides you through creating a new virtual
Deploy from template machine. You will be able to customize processors,

Clone an existing virtual machine memory, network connections, and storage. You will
Clone virtual machine to template

need to install a guest operating system after creation.

Convert template to virtual machine
Clone template to template
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New Virtual Machine Select a guest OS

Choose the guest OS that will be installed on the virtual machine
1 Select a creation type
Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating

Select a name and folder system installation.

Select a compute resource Guest OS Family:

Select storage Guest OS Version: Other 6.x or later Linux (64-bit)

ffer custem [ s choess elier M
5 Select compatibility Compatibility: ESXi 8.0 U2 and later (VM version 21)

Select a guest OS
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New Virtual Machine Select compatibility

Select compatibility for this virtual machine depending on the hosts in your environment

1 Select a creation type The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual

machine.

2 Select a name and folder
Compatible with: ESXi 8.0 U2 and later

3 Select a compute resource
Virtual machines using hardware version 21 provide the best performance and latest features available in ESXi 8.0

4 Select storage v2.

5 Select compatibility
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New Virtual Machine Customize hardware

Configure the virtual machine hardware

1 Select a creation type Virtual Hardware VM Options Advanced Parameters

Select a name and folder

> CPU *
Select a compute resource

> Memory *

Select storage
> New Hard disk *

Select compatibility
> New SCSI controller * VMware Paravirtual

Select a guest OS > New Network VM Network Connected

> New CD/DVD Drive * Datastore ISO File r_] Connect At Power On

> Video card * Specify custom settings
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New Virtual Machine Select storage
VM Storage Policy | Datastore Default v

C] Disable Storage DRS for this virtual machine
1 Select a creation type

Name Storage

2 Select a name and folder Y | Compatibility Y |CaPacity ¥ | Provisioned y | Free

O = datastoret - 95.5GB 1.41GB 94.09 GB

3 Select a compute resource
@ HDD storage 1.09TB 633.97 GB 1.04 TB

4 Select storage Compatibility

v Compatibility checks succeeded.

CANCEL BACK
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New Virtual Machine Ready to complete

Click Finish to start creation.

1 ion type . .
Select a creat yp Virtual machine name linux/GUlI installation

Folder vircl-HP02/04
Select a name and folder

Host 10.0.10.21

Select a compute resource Datastore HDD storage

Compatibility ESXi 8.0 U2 and later (VM version 21)

4 Select storage Guest OS name Other 6.x or later Linux (64-bit)

Virtualization Based Disabled
Select compatibility Security

CPUs

Select a guest OS Memory

) NICs 1
7 Customize hardware

NIC 1 network VM Network

8 Ready to complete NIC 1type VMXNET 3

FINISH
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Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindous

PS C:\WINDOWS\system32>|Connect-VIServer -Server "10.0.10.23" -User "administrator@HPe2.local” -Passuord "Test..123
Connect-VIServer : 03/007Z075 052737 COMMECT-VISErver TrroTT TAVETIa SErver CErTITICIE . UST
Set-PowerCLIConfiguration to set the value for the InvalidCertificateAction option to Prompt if you'd like to
Connect once or to add a permanent exception for this server.

Additional Information: Could not establish trust relationship for the SSL/TLS secure channel with authority
'10.0.10.23".

At line:1 char:l

+ Connect-VIServer -Server "16.6.10.23" -User
i

dninistratongHPe2.local ...

+ CategoryInfo : SecurityError: (:) [Connect-VIServer], ViSecurityNegotiationException
+ FullyQualifiedErrorTd : Client2e_ConnectivityServiceImpl_Reconnect_CertificateError,Viuare.VimAutomation.ViCo
re.Cmdlets. Conmands . ConnectVIServer

PS C:\HIM)OHS\System]Z)ISet—PwerCLIConFigur-ation ~InvalidCertificateAction Ignore -Confirm:$false |
Scope  ProxyPolicy  DefaultVIServerfiode InvalidCertificateAction DisplayDeprecationdarnings WebOperationTimeou
tSeconds

Session UseSystemProxy Multiple Ignore True 300

User Ignore
AllUsers

: \WINDOWS\system32> [Connect-VIServer -Server "10.6.10.23" -User "administrator@HPe2.local” -Password "Test..123"

Port User

0.0.10.23 443 HPE2.LOCAL\Administrator

PS C:\WINDOMS\system32> Connect-VIServer -Server "10..16.23" -User “administrator@HPe2.local” -Password "Test..123"
working with multiple default servers?

Select [Y] if you want to work with more than one default servers. In this case, every time when you connect to
2 different server using Connect-VIServer, the new server connection is stored in an array variable together with
the previously connected servers. When you run a cmdlet and the target servers cannot be determined from the
specified parameters, the cmdlet runs against all servers stored in the array variable.

Select [N] if you want to work with a single default server. In this case, when you run a cmdlet and the target
servers cannot be determined from the specified parameters, the cmdlet runs against the last connected server.

WARNING: WORKING WITH MULTIPLE DEFAULT SERVERS WILL BE ENABLED BY DEFAULT IN A FUTURE RELEASE. You can
explicitly set your oun preference at any time by using the DefaultServertode parameter of
Set-PowerCLIConfiguration.

[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): n

Name Port User

10.0.10.23 443 HPe2.LOCAL\Administrator

PS C:\WINDOHS\system32>
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PS C:\WINDOWS\system32> New-VM -are "
>> -ResourcePool "Resources”
>> -Datastore "datastore1” °
>> ~NumCpu 2

>> ~HemoryHB 4696

>> -DiskiE 40960

>> -DiskstorageFormat Thin ~
>> ~GuestTd "windows2019srv_64Guest’
>> ~NetworkName "VH Networ!

Pouerstate Num CPUS MemoryGB.

Poweredoff 2 4.000
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e —
1 Collecting information 2 Installing Windows
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GUItinux

Use UP, DOWN and ENTER keys to select your language.
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[ Bahasa Indonesia
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GUItinux

Please select your keyboard layout below, or select “Identify keyboard" to detect your layout automatically.

Layout: [ Switzerland vl

variant: [ Switzerland - French (Switzerland) vl

[ Identify keyboard ]

[ Back 1
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GUItinux

Configure at least one interface this server can use to talk to other machines, and which preferably provides sufficient
access for updates.

NAME  TYPE NOTES

[ens33 eth - el
DHCPv4 -
00:50:56:aa:27:0d / VMware / VMXNET3 Ethernet Controller

[ create bond » ]

[ Back ]




